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Automotive SPICE v4.0 Process structure l4
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Which information items could Based on experience,
potentially be delivered to prove what could be done

SPL.2 Product Release

The purpo:

to control the release of a product to the intended customer.

Process outcomes Outputinformat items _Process outcomes. .
Ti1-03 Releasenote _____ 1,8,4,5 that the process purpose has for generating the process outcomes
1T the product rels 11-04 Product release package H 11
2 The release package is assembled from configured tems SO ——Ar been achieved? and fulfilling the process purpose?
3 The release documentation is defined and produced. 1313 Product release approval 4,5
4 Release approval is performed against defined criteria. e i e ]
5 The release package is made available to the intended customer. 18-06 Product release criteria

This primary life cycle process belongs to
L] flex scopel

SYS.2 System Requirements Analysis

Base practices 5-6 Process outcomes

and

5 tnsure and establish . tween system req and stakeholder req

07| Bidirectional traceability supports consistency, facilitates impact analyses of change requests, and supports the
demonstration of coverage of stakeholder requirements. Traceabilty alone, e.g., the existence of links, does not necessarly
mean that the information is consistent with each other.

08| There may be nal stakeholder that the system requirements do not trace to. Examples are
process Such stakeholder requirements are stil subject to verification
5 C dimpacton
Communicate the agreed system requirements, and results of the impact analysis on the system context, to all affected parties.
ACQ4 Y54 svs2 svs3 svs.4 svss SWE1

1 2]

What s the process Which results
needed for? should be achieved

o
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Automotive SPICE®
for rookies

Are you not familiar with Automotive SPICE®?
Before you carefully study the following pages,
watch our video. The featured protagonist,

Lisa, will tell you from scratch how she implemented
Automotive SPICE® in her company.



Automotive SPICE® Model dimensions lé

The concept of process capability determination by using the Automotive SPICE® assessment model is based on
atwo-dimensional framework. The framework consists of a process dimension and a capability dimension.

Capability dimension

Rating method
Aggregation method

]

Capability levels %
Process attributes =
Rating &5

Scale =

Q

«

(]

Process capability level model

Processes 1—n

Process dimension

Domain and scope

Processes with purpose and outcomes
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Process dimension Process overview

|7

For a practical overview, please refer to page 130. The illustration on this page maps the processes to the lifecycle phases,
alogic that originates from the former ISO/IEC 15504.

Primary life cycle processes (LCP)

Acquisition processes

Supply processes

Supporting LCP

Supporting processes

ACQ.4 Supplier Monitoring

Validation processes

VAL.1  Validation

Hardware Engineering processes

SPL.2 ProductRelease

Systems Engineering processes

HWE.1 Hardware Requirements Analysis
HWE.2 Hardware Design

HWE.3 Verification against Hardware Design
HWE.4

Verification against Hardware
Requirements

SYS.1 Requirements Elicitation

SYS.2 System Requirements Analysis

SYS.3 System Architectural Design

SYS.4 System Integration and Integration
Verification

SYS.5  System Verification

Software Engineering processes

SUP.1  Quality Assurance

SUP.8 Configuration Management
SUP.9  Problem Resolution Management
SUP.10 Change Request Management
SUP.11  Machine Learning Data

Management

Organizational LCP

Management processes

SWE.1 Software Requirements Analysis

MAN.3 Project Management

Machine Learning Engineering proc SWE.2 Software Architectural Design MAN.5 Risk Management
MLE.1 Machine Learning Requirements SUES So;tgayteCDeta;IedtDeS|gn G e
Analysis SNEISNIESONSIEEON Proc Improvement processes
: : - SWE.4 Software Unit Verification PIM.3 _ Process Improvement
sl B Meene LORmliE ATEiseiie SWE.5 Software Component Verification )
MLE.3 Machine Learning Training and Integration Verification Reuse processes
MLE.4 Machine Learning Model Testing SWE.6 Software Verification REU.2 Management of Products for Reuse




Automotive SPICE® Traceability and consistency concept
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Traceability and consistency are both addressed in Automotive SPICE®. Traceability refers to the existence of meaningful
references or links between work products. Consistency on the other hand addresses content and semantics.

VAL.1BP4

Stakeholder ¢ VAL.1BP4 3 Validation Validation
requirements measures results
SYS.2 BP5
SYS SYS.5 BP4 Verification SYS.5 BP4 SYS
requirements measures verification results
o { svs.asra
2 SYS SYS.4BP4 Verification SYS.4BP4 SYS integration
g architecture measures verification results
o SWE.1BP5
Sw SWE.6 BP4 Verification SWE.6 BP4 Verification
requirements measures results
s L swezsps
@ sw SWE.5 BP6 Verification SWE.5 BP6 Integration
'%j architecture measures verification results
7} SWE.3BP4
SW SWE.5 BP6

detailed design

L sweaspa

SWE.4 BP4 Verification
measures

Unit verification
results

SWE.4 BP4

Problem
reports

SUP.10 BP4

Change requests

SUP.10 BP4

Affected work
products

Consistency and traceability
between system and software work
products
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Stakeholder ¢ VAL.1BP4 3 Validation ¢ VAL.1BP4 5 Validation
measures

requirements

L svs.28rs

results

SYS SYS.5BP4 Verification ¢ SYS.5BP4 3 SYS

requirements measures verification results
o SYS.3BP4
f SYS SYS.4 BP4 Verification SYS.4BP4 SYS integration
§ architecture measures e ; verification results
= L Hweases

Hardware HWE.4 BPS Verification 2 HWE.4 BP5 3 Verification
requirement measures results
HWE.2 BP5

Hardware HWE.3 BPS Verification HWE.3 BP5 Integration
design measures < ) verification results

Bidirectional traceability Consistency and traceability

between system and hardware work

Consistency and bidirectional traceability products



Automotive SPICE® Traceability and consistency concept |10

SW requirements

MLE.1BP5 SW architecture
:DMLEJ BP5
MLE.4 BP6 VIR
ML test approach ML test results
ML

requirements ML data

; MLE.4 BP6
requirements ML test data set
$MLEA2 BP6
ML architecture MLE.3 BP4
ML training and
validation data set Bidirectional traceability

Consistency and bidirectional traceability

Consistency and traceability between ML work products
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The capability dimension consists of capability levels (CL) which are further subdivided into process attributes (PA).
These PAs provide the measurable characteristics to determine the process capability.

5 The process is continually improved to respond

o chan ligned with organizational goals.
Innovating to change aligned with organizational goals

4 The process operates predictively within defined limits
Predictable to achieve its process outcomes.
3

The processisimplemented using a defined process

Established that is capable of achieving its outcomes.

The process isimplemented in a managed fashion
M 2 d and its work products are appropriately established,
anage controlled and maintained.
i

The implemented process achieves its purpose.

Performed

(1) The processis notimplemented,
Incomplete or fails to achieve its purpose.




Process capability Determination [12

The capability levels are determined by rating the process attribute for each capability level.
The rating is made using the NPLF rating scale. A capability level is achieved when its process attributes are rated with
an L or Fand all process attributes of lower capability levels are rated with an F.

PA1.1 PA2.1 PA2.2 PA3.1 PA3.2
Capability level 3 e G e ® G @ G
Capability level 2 (F ] © 0 © 0

Capability level 1 @ G

The NPLF rating scale

Process attribute not achieved 0 to < 15% achievement

Process attribute partially achieved >15% to < 50% achievement

Process attribute largely achieved >50% to < 85% achievement

liGl=le

Process attribute fully achieved > 85% to <100% achievement

A O O O O
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Process capability Determination indicators 13

Automotive SPICE® offers indicators that are used by the assessors to determine whether a certain capability level is achieved.
The indicators should not be considered as a mandatory set of checklists to be followed.

Capability level 0—5
can achieve is used for the evaluation of
< applies to
_iﬂ&\ —

described
by

Process attributes

demonstrate
implementation

Process performance indicators| Process capability indicators

Indicate the extent of
fulfillment of process attribute
achievements

Indicate the extent of
fulfillment of process outcomes

A4 demonstrate

implementation N Generic practice for CL 1 Generic practices for CL 2-5
Output information items 4 Generic resource for CL 1 Generic resources for CL 2-5




Automotive SPICE® and functional safety
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By implementing Automotive SPICE®, a large part of the ISO 26262 (Road vehicles — Functional safety) requirements
can also be fulfilled. The table below displays the Automotive SPICE® support foran I1SO 26262 implementation.

Automotive SPICE®

1SO 26262 (Road vehicles — Functional safety)

SYS.1 Requirements Elicitation (] Item definition (detailed level)
SYS.2 System Requirements Analysis Functional safety concept
Specification of the technical safety requirements
) Specification and management of safety requirements
SYS.3 System Architectural Design ® System design
SWE.1 Software Requirements Analysis ) Specification of software safety requirements
SWE.2  Software Architectural Design L Software architectural design
SWE.3 Software Detailed Design and Unit Construction ) Software unit design & implementation
SWE.4 Software Unit Verification ® Software unit testing
SWE.5 Software Componentand Integration Verification ° Software integration & testing
SWE.6 Software Verification ® Verification of software safety requirements
SYS.4 System Integration Verification and ° Item integration and testing
Integration Verification
SYS.5 System Verification ) =
ACQ.4 Supplier Monitoring ® Interfaces within distributed developments
SPL.2 Product Release ° Release for production

0 O R
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[15

Safety management during the concept phase

MAN.3  Project Management ® and the product development
) Item definition (top level)
L] Initiation of the safety lifecycle
) Initiation of product development at the system level
L] Initiation of product development at the hardware level
° Initiation of product development at the software level
MAN.5 Risk Management =
SUP.1 Quality Assurance ° Safety management during the concept phase
and the product development
Functional safety assessment
SUP.8 Configuration Management ® Configuration management
SUP.9 Problem Resolution Management =
SUP.10 Change Request Management ® Change management
MLE.1-4 Machine Learning Engineering (+ SUP.11) =
REU.2 Management of Products for Reuse =
VAL Validation ) Safety validation

HWE.1-4 SO 26262-part5

® strong support ® medium support

weak support
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ACQ.4 Supplier Monitoring

The purpose is to track and assess the performance of an external contract-based supplier company against agreed commitments.

Process outcomes

1 Jointactivities, as agreed between the customer and the supplier, are performed.

2 Allinformation, agreed upon for exchange, is communicated regularly between the
customer and the supplier.

3 Performance of the supplier is monitored against the agreements.

4 Changes to the agreement, if needed, are negotiated between the customer and the
supplierand documented in the agreement.

Outputinformationitems Process outcomes

02-01 Commitment/Agreement 1,2,3,4
13-52 Communication evidence 1,2,3
13-09 Meeting support evidence 1,2
13-14 Progress status 2,3
13-16 Change Request 4
13-19 Review evidence 2
14-02 Corrective action 4
15-51 Analysis results &

This primary life cycle process belongs to

LUk flex scopef

We have published a video
tutorial on this process for
better understanding.

(=¥ =




ACQ.4 Supplier Monitoring

Base practices 1-5 Process outcomes

1

Agree on and maintain joint activities, joint interfaces, and information to be exchanged. 1,2,4
Establish and maintain an agreement on information to be exchanged, on joint activities, joint interfaces, responsibilities,
type and frequency of joint activities, communications, meetings, status reports, and reviews.

Exchange all agreed information. 1,2,3
2 Use the defined jointinterfaces between customer and supplier for the exchange of all agreed information.
3 Review development work products with the supplier. 1,3,4
Review development work products with the supplier on the agreed regular basis, covering technical aspects,
problems and risks. Track open measures.
01| See SUP.9 for management of problems
Review progress of the supplier. 1,3,4
4 Review progress of the supplier regarding schedule, quality, and cost on the agreed regular basis.
Track open measures to closure and perform risk mitigation activities.
02| See MAN.5 for management of risks
5 Act to correct deviations. 3,4
Take action when agreed objectives are not achieved. Negotiate changes to objectives and document them in the agreements.
01| This numbering indicates a note: Non-obligatory, but helpful aid to application

n

O O



SPL.2 Product Release

The purpose is to control the release of a product to the intended customer.

Process outcomes Outputinformationitems Process outcomes
11-03 Release note 1,3,4,5
1 The contents of the productreleases are determined. 11-04 Product release package 2,3
2 Therelease packageis a§sembleq from configured items. 13-06 Delivery evidence 3,5
3 Therelease documentation is defined and produced.
. . . . 13-13 Productrelease approval 4,5
4 Release approvalis performed against defined criteria. =
5 Therelease package is made available to the intended customer. 18-06 Product release criteria hEe
This primary life cycle process belongs to
Ll flex scopef

ACQ.4



SPL.2 Product Release

Base practices 1—6 Process outcomes
Define the functional content of releases. 1
1 Define the functionality to be included and the release criteria for each release.
01| This mayinclude the hardware elements, software elements, and extra application parameter files
(influencing the identified system functionality) that are needed for the release.
2 Define release package. 1
Define the release as well as supporting tools and information.
02| Therelease package may include also programming tools.
3 Ensure unique identification of releases. 3
Ensure a unique identification of the release based upon the intended purpose and expectations of the release.
03| Unique identification may be realized by a classification and numbering scheme for product releases.
Build the release from items under configuration control. 2

4 Build the release from items under configuration control to ensure integrity.
04| This practice may be supported by the SUP.8 Configuration Management Process.
5 Ensure release approval before delivery. 4
Criteria for the release are satisfied before delivery takes place.
6 Provide arelease note. 3,5

Arelease is accompanied by information detailing key characteristics of the release.
05| Therelease note may include information about legal aspects like relevant target markets,
legislation thatis considered etc. See also VAL.1 Validation.

O O O R
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|23

Base practices 7-8 Process outcomes

7 Communicate the type, service level and duration of support for arelease. 3,5
Identify and communicate the type, service level and duration of support for arelease.

8 Deliver the release package to the intended customer. 5

Deliver the release package to the intended customer.
01] Theintended customer may be an internal organizational unit or an external organization.

ACQ.4



SYS.1 Requirements Elicitation |24

The purpose is to gather, analyze, and track evolving stakeholder needs and requirements throughout the lifecycle of the product and/
or service to establish a set of agreed requirements.

Process outcomes Outputinformationitems Process outcomes
o o . . . 15-51 Analysis results 3
1 Continuing communication with the stakeholder is established. — -
: : . 13-52 Communication evidence 1,2
2 Stakeholder expectations are understood, and requirements are defined and agreed. -
17-00 Requirement 2

3 Stakeholder requirements changes arising from stakeholder needs are analyzed to
enable associated risk assessment and impact management. 17-54 Requirement attribute 2,3,4
4 Determination of stakeholder requirements status is ensured for all affected parties.

This primary life cycle process belongs to

LiCH flex scope
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Base practices 1-5 Process outcomes
Obtain stakeholder expectations and requests. 1

1 Obtain and define stakeholder expectations and requests through direct solicitation of stakeholder input, and through review
of stakeholder business proposals (where relevant) and other documents containing inputs to stakeholder requirements,
and consideration of the target operating and hardware environment.

01] Documenting the stakeholder, or the source of a stakeholder requirement, supports stakeholder requirements agreement
and change analysis (see BP2 and BP3).

2 Agree on requirements. 2
Formalize the stakeholder's expectations and requests into requirements. Reach a common understanding of the set of stakeholder
requirements among affected parties by obtaining an explicit agreement from all affected parties.

02| Examples of affected parties are customers, suppliers, design partners, joint venture partners, or outsourcing parties.
03| The agreed stakeholder requirements may be based on feasibility studies and/or cost and schedule impact analysis.

3 Analyze stakeholder requirements changes. 3
Analyze all changes made to the stakeholder requirements against the agreed stakeholder requirements.

Assess the impact and risks, and initiate appropriate change control and mitigation actions.
04| Requirements changes may arise from different sources as forinstance changing technology, stakeholder needs,
or legal constraints.
05| Referto SUP.10 Change Request Management, if required.
4 Communicate requirements status. 1,4

ACQ.4

Ensure all affected parties can be aware of the status and disposition of their requirements including changes and can
communicate necessary information and data.

SPL.2



SYS.2 System Requirements Analysis

The purpose is to establish a structured and analyzed set of system requirements consistent with the stakeholder requirements.

Process outcomes Outputinformationitems Process outcomes

. » 17-00 Requirement 1,2
1 System requ!rements are specified. s 17-54 Requirement attribute 2,3
2 Systemrequirements are structured and prioritized.
3 Systemrequirements are analyzed for correctness and technical feasibility. 15-51 Analysis results 3,4
4 Theimpact of system requirements on the operating environment is analyzed. 13-51 Consistency evidence 5
5 Consistency and bidirectional traceability are established between system 13-52 Communication evidence 6

requirements and stakeholder requirements.

The system requirements are agreed and communicated to all affected parties. Ul ont 21y 2 engells pressss belen s i

o

i)Y basic scope}
We have published avideo
E E tutorial on this process for
better understanding.

%.
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Base practices 1—4

|27

Process outcomes

Specify systemrequirements.

1

1 Use the stakeholder requirements to identify and document the functional and non-functional requirements for the
system according to defined characteristics for requirements.
01| Characteristics of requirements are defined in standards such as ISO IEEE 29148, 1SO 26262-8:2018, or the INCOSE
Guide For Writing Requirements.
02| Examples for defined characteristics of requirements shared by technical standards are verifiability (i.e. verification
criteria being inherentin the requirements text, unambiguity/comprehensibility, freedom from design and
implementation, and not contradicting any other requirement.)
Structure systemrequirements. 2
Structure and prioritize the system requirements.
03| Examples for structuring criteria can be grouping (e.g. by functionality) or product variants identification.
04| Prioritization can be done according to project or stakeholder needs via e.g. definition of release scopes.
Please referto SPL.2.BP1.
3 Analyze systemrequirements. 3
Analyze the specified system requirements including theirinterdependencies to ensure correctness, technical feasibility,
and to support project management regarding project estimates.
05| See MAN.3.BP3 for project feasibility and MAN.3.BP5 for project estimates.
06| Technical feasibility can be evaluated based on e.g. platform or product line, or by means of prototype development or
product demonstrators.
4 Analyze the impact on the system context. 4
Analyze the impact that the system requirements will have on elements in the relevant system context.
ACQ.4 SPL.2 SYS.1




SYS.2 System Requirements Analysis

Base practices 5—6 Process outcomes

Ensure consistency and establish bidirectional traceability. 5
5 Ensure consistency and establish bidirectional traceability between system requirements and stakeholder requirements.

07| Bidirectional traceability supports consistency, facilitates impact analyses of change requests, and supports the

demonstration of coverage of stakeholder requirements. Traceability alone, e.g., the existence of links, does not necessarily

mean that the information is consistent with each other.

There may be non-functional stakeholder requirements that the system requirements do not trace to. Examples are

process requirements. Such stakeholder requirements are still subject to verification.

Communicate agreed system requirements and impact on the system context. 6

6 Communicate the agreed system requirements, and results of the impact analysis on the system context, to all affected parties.

08

O O O R



SYS.3 System Architectural Design

The purpose is to establish an analyzed system architecture, comprising static and dynamic aspects, consistent with the system
requirements.

Process outcomes Outputinformationitems Process outcomes
04-06 System architecture 1
1 Asystemarchitecture is designed including a definition of the system elements 13-51 Consistency evidence 3
with their behavpr,thelrlvnterfaces,thelvr relatlo'nshlps., an.dthelrlntergctlons‘ o BER Communicaiion cvcEnes 4
2 The systemarchitecture is analyzed against defined criteria, and special characteristics -
R . 15-51 Analysis results 2
are identified. - —
3 Consistency and bidirectional traceability are established between system 17-57 Special characteristics z
architecture and system requirements. This primary life cycle process belongs to
4 The agreed system architecture and the special characteristics are communicated the [T

to all affected parties.

ACQ.4 SPL.2 SYS.1 SYS.2



SYS.3 System Architectural Design

Base practices 1—3 Process outcomes

Specify static aspects of the system architecture. 1
1 Specify and document the static aspects of the system architecture with respect to the functional and non-functional system
requirements, including external interfaces and a defined set of system elements with their interfaces and relationships.
2 Specify dynamic aspects of the system architecture. 1
Specify and document the dynamic aspects of the system architecture with respect to the functional and non-functional

system requirements including the behavior of the system elements and theirinteraction in different system modes.

Examples of interactions of system elements are timing diagrams reflecting inertia of mechanical components, processing

times of ECUs, and signal propagation times of bus systems.

3 Analyze system architecture. 2
Analyze the system architecture regarding relevant technical design aspects related to the product lifecycle, and to support
project management regarding project estimates, and derive special characteristics for non-software elements.

Document arationale for the system architectural design decisions.
02| See MAN.3.BP3 for project feasibility and MAN.3.BP5 for project estimates.
03| Examples for product lifecycle phases are production, maintenance & repair, decommissioning.
04| Examples for technical aspects are manufacturability for production, suitability of pre-existing system elements to be reused,
or availability of system elements.
Examples for methods being suitable for analyzing technical aspects are prototypes, simulations, and qualitative analyses
(e.g. FMEA approaches)
Examples of design rationales are proven-in-use, reuse of a product platform or product line), a make-or-buy decision,
or found in an evolutionary way (e.g. set-based design).

01

05

06

O O O R
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[ 31
Base practices 4—5 Process outcomes
Ensure consistency and establish bidirectional traceability. 3
& Ensure consistency and establish bidirectional traceability between the elements of the system architecture
and the system requirements that represent properties or characteristics of the physical end product.
07| Bidirectional traceability further supports consistency, and facilitates impact analysis of change requests, and demonstration of
verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.
08| There may be non-functional requirements that the system architectural design does not
trace to. Examples are do not address, or represent, direct properties or characteristics of the
physical end product. Such requirements are still subject to verification.
5 Communicate agreed system architecture. 4

ACQ.4

Communicate the agreed system architecture, including the special characteristics, to all affected parties.

SPL.2 SYS.1 SYS.2



SYS.4 System Integration and Integration Verification

The purpose is to integrate systems elements and verify that the integrated system elements are consistent with
the system architecture.

Process outcomes Outputinformationitems Process outcomes
08-60 Verification measure

1 Verification measures are specified for system integration verification of the integrated

: . . 06-50 i i i 2
system elements based on the system architecture, including the Intggratpn sequence instruction
interfaces of, and interactions between, system elements. 03-50 Verification measure data 4

2 System elements are integrated up to a complete integrated system consistent 08-58 Verification measure selectionset 3
with the release scope. 15-52 Verification results 4
3 Verification measures are selected according to the release scope considering criteria, 13-51 Consistency evidence 5,6
including criteria for regression verification. 13¥52lCommunicationevidence 7
4 |Integrated system elements are verified using the selected verification measures,
) . DA 11-06 Integrated system 2
and the results of the system integration verification are recorded.
5 Consistency and bidirectional traceability are established between verification This primary life cycle process belongs to
measures and the elements of the system architecture. i basic scope}

6 Bidirectional traceability between verification results and verification measures

is established. :
7 Results of the systemintegration and integration verification are summarized and

communicated to all affected parties.

O O O R
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[33

Base practices 1—2 Process outcomes

Specify verification measures for system integration. 1
1 Specify the verification measures, based on a defined sequence and preconditions for the integration of system elements

against the system static and dynamic aspects of the system architecture, including

+ techniques for the verification measures;

+ pass/fail criteria for verification measures;

+ adefinition of entry and exit criteria for the verification measures, and

+ the required verification infrastructure and environment setup.

01] Examples onwhata verification measure may focus are the timing dependencies of the correct signal flow between interfacing
system elements, or interactions between hardware and software, as specified in the system architecture. The system integration
test cases may focus on

+ the correct signal flow between system items,
+ the timeliness and timing dependencies of signal flow between system items,
+ the correctinterpretation of signals by all system items using an interface, and/or
+ the dynamic interaction between system items.
2 Select verification measures.
Document the selection of verification measures for each integration step considering selection criteria including criteria
forregression verification. The documented selection of verification measures shall have sufficient coverage according

to the release scope.

Examples for selection criteria can be prioritization of requirements, the need for regression verification (due to e.g.

changes to the system architectural design or to system components), or the intended use of the delivered product release

(e.g. test bench, test track, public road etc.)

02

ACQ.4 SPL.2 SYS.1 SYS.2 SYS.3



SYS.4 System Integration and Integration Verification

Base practices 3—5 Process outcomes

3

Integrate system elements and performintegration verification. 2,4
Integrate the system elements until the system is fully integrated according to the specified interfaces and interactions

between the system elements, and according to the defined sequence and defined preconditions. Perform the selected system
integration verification measures. Record the verification measure data including pass/fail status and corresponding

verification measure data.

03| Examples for preconditions for starting system integration can be successful system element verification or qualification
of pre-existing system elements.
04| See SUP.9 for handling verification results that deviate from expected results
Ensure consistency and establish bidirectional traceability. 5,6
4 Ensure consistency and establish bidirectional traceability between verification measures and the system architecture.
Establish bidirectional traceability between verification results and verification measures.
05| Bidirectional traceability supports consistency, and facilitates impact analysis of change requests,
and demonstration of verification coverage.Traceability alone, e.g., the existence of links, does not necessarily mean that the
information is consistent with each other.
5 Summarize and communicate results. 7
Summarize the system integration and integration verification results and communicate them to all affected parties.
06| Providing all necessary information from the test case execution in a summary enables other parties to judge

n

the consequences.
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SYS.5 System Verification

The purpose is to ensure that the system is verified to be consistent with the system requirements.

Process outcomes

1 Verification measures are specified for system verification of the system based
on the system requirements.

2 Verification measures are selected according to the release scope considering criteria,
including criteria for regression verification.

3 Theintegrated system is verified using the selected verification measures and
the results of system verification are recorded.

4 Consistency and bidirectional traceability are established between verification
measures and system requirements.

5 Bidirectional traceability is established between verification results and
verification measures.

6 Verification results are summarized and communicated to all affected parties.

ACQ.4 SPL.2 SYS.1 SYS.2 SYS.3

Outputinformationitems Process outcomes

08-60 Verification measure 1
08-58 Verification measure selectionset 2
03-50 Verification measure data 3
16-52 Verification results 3
13-51 Consistency evidence 4,5
13-52 Communication evidence 6

This primary life cycle process belongs to

[ basic scopel

We have published a video
tutorial on this process for
better understanding.




SYS.5 System Verification

Base practices 1—3 Process outcomes
Specify verification measures for system verification. 1
1 Specify the verification measures for system verification suitable to provide evidence for compliance with the functional
and non-functional information in the system requirements, including
+ techniques for the verification measures;
+ pass/fail criteria for verification measures;
- adefinition of entry and exit criteria for the verification measures;
* necessary sequence of verification measures, and
+ the required verification infrastructure and environment setup.
01| The system verification measures may cover aspects such as thermal, environmental, robustness/lifetime, and EMC.
2 Select verification measures. 2
Document the selection of verification measures considering selection criteriaincluding criteria for regression verification.
The selection of verification measures shall have sufficient coverage according to the release scope.
Examples for criteria for selection can be prioritization of requirements, the need for regression verification (due to e.g.
changes to the system requirements), the intended use of the delivered product release (test bench, test track, public road etc.)
3 Perform verification of the integrated system. 3
Perform the verification of the integrated system using the selected verification measures. Record the verification
results including pass/fail status and corresponding verification measure data.
See SUP.9 for handling verification results that deviate from expected results

02

03
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Base practices 4—5 Process outcomes
4 Ensure consistency and establish bidirectional traceability. 4,5

Ensure consistency and establish bidirectional traceability between verification measures and system requirements.

Establish bidirectional traceability between verification results and verification measures.

Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration of
verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.

5 Summarize and communicate results. 6

Summarize the system verification results and communicate them to all affected parties.

06| Providing all necessary information from the test case execution in a summary enables other parties to judge the consequences.

05

ACQ.4 SPL.2 SYS.1 SYS.2 SYS.3 SYS.4




SWE.1 Software Requirements Analysis

The purpose is to establish a structured and analyzed set of software requirements consistent with the system requirements,
and the system architecture.

Process outcomes Outputinformationitems Process outcomes

. o 17-00 Requirement 1,2
1 Software requirements are specified. - -

. L 17-54 Requirement attribute 2
2 Software requirements are structured and prioritized. -
3 Software requirements are analyzed for correctness and technical feasibility. 15-51 Analysis results e
4 Theimpact of software requirements on the operating environment is analyzed. 13-51 Consistency evidence 5,6
5 Consistency and bidirectional traceability are established between software 13-52 Communication evidence 7

requirements and system requirements. Thi . lif | bel "

6 Consistency and bidirectional traceability are established between software Isprimary ‘iie cycle process belongs to

requirements and system architecture. gulbasic scopel
7 The software requirements are agreed and communicated to all affected parties.

We have published avideo
tutorial on this process for
better understanding.
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Base practices 1—3 Process outcomes
Specify software requirements. 1
1 Use the system requirements and the system architecture to identify and document the functional and non-functional
requirements for the software according to defined characteristics for requirements.
01] Characteristics of requirements are defined in standards such as ISO IEEE 29148, ISO 26262-8:2018, or the INCOSE Guide
for Writing Requirements.
02| Examples for defined characteristics of requirements shared by technical standards are verifiability (i.e., verification criteria
beinginherentin the requirements text), unambiguity/comprehensibility, freedom from design and implementation, and not
contradicting any other requirement).
03| Incase of software-only development, the system requirements and the system architecture refer to a given operating
environment. In that case, stakeholder requirements can be used as the basis for identifying the required functions and
capabilities of the software.
04| The hardware-software-interface (HSI) definition puts in context hardware and therefore iits an interface decision at the
system design level. If such a HSI exists, then it may provide input to software requirements.
2 Structure software requirements. 2
Structure and prioritize the software requirements.
05| Examples for structuring criteria can be grouping (e.g. by functionality) or expressing product variants.
06| Prioritization can be done according to project or stakeholder needs via e.g. definition of release scopes. Refer to SPL.2.BP1.
Analyze software requirements. 3
Analyze the specified software requirements including their interdependencies to ensure correctness, technical feasibility,
and to support project managementregarding project estimates.
07| See MAN.3.BP3 for project feasibility and MAN.3.BP5 for project estimates.
08| Technical feasibility can be evaluated based on e.g. platform or product line, or by prototyping.

ACQ.4

SPL.2 SYS.1 SYS.2 SYS.3 SYS.4 SYS.5




SWE.1 Software Requirements Analysis

Base practices 4—6 Process outcomes

4 Analyze the impact on the operating environment. 4
Analyze the impact that the software requirements will have on elements in the operating environment.

5 Ensure consistency and establish bidirectional traceability. 5,6

09|
10 |

1]

12|

Ensure consistency and establish bidirectional traceability between software requirements and system architecture.

Ensure consistency and establish bidirectional traceability between software requirements and system requirements.
Redundant traceability is notintended.

There may be non-functional system requirements that the software requirements do not trace to. Examples are process
requirements or requirements related to later software product lifecycle phases such as incident handling. Such requirements
are still subject to verification.

Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration of
verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.

In case of software development only, the system requirements and system architecture refer to a given operating environment.
In that case, consistency and bidirectional traceability can be ensured between stakeholder requirements and software
requirements.

n

Communicate agreed software requirements and impact on the operating environment. 7
Communicate the agreed software requirements, and the results of the analysis of impact on the operating environment,
to all affected parties.

O O



SWE.2 Software Architectural Design

The purpose is to establish an analyzed software architecture, comprising static and dynamic aspects, consistent with
the software requirements.

Process outcomes Outputinformationitems Process outcomes
04-04 Software architecture 1
1 Asoftware architecture is designed including static and dynamic aspects. 13-51 Consistency evidence 3
2 The sgftware arcthef:turg isanalyzed e}galnst deﬁneq criteria. B Communieaiion evidenes 2
3 Consistency and bidirectional traceability are established between software -
15-51 Analysis results 2

architecture and software requirements.
4 The software architecture is agreed and communicated to all affected parties. This primary life cycle process belongs to

[l basic scopel

We have published a video
tutorial on this process for
better understanding.




SWE.2 Software Architectural Design

Base practices 1—3 Process outcomes
Specify static aspects of the software architecture. 1
1 Specify and document the static aspects of the software architecture with respect to the functional and non-functional
software requirements, including external interfaces and a defined set of software components with their interfaces and
relationships.
The hardware-software-interface (HSI) definition puts in context the hardware design and therefore is an aspect of
system design (SYS.3).

2 Specify dynamic aspects of the software architecture. 1
Specify and document the dynamic aspects of the software architecture with respect to the functional and non-functional
software requirements, including the behavior of the software components and theirinteraction in different software modes,
and concurrency aspects.

02| Examples for concurrency aspects are application-relevantinterrupt handling, preemptive processing, multi-threading.

03| Examples for behavioral descriptions are natural language or semi-formal notation (e.g. SysML, UML).
Analyze software architecture. 2
Analyze the software architecture regarding relevant technical design aspects and to support project management
regarding project estimates. Document a rationale for the software architectural design decision.

04| See MAN.3.BP3 for project feasibility and MAN.3.BP5 for project estimates.

05| The analysis may include the suitability of pre-existing software components for the current application.

06| Examples of methods suitable for analyzing technical aspects are prototypes, simulations, qualitative analyses.

07| Examples of technical aspects are functionality, timings, and resource consumption (e.g. ROM, RAM, external / internal

EEPROM or Data Flash or CPU load).

Designrationales caninclude arguments such as proven-in-use, reuse of a software framework or software productline,

amake-or-buy decision, or found in an evolutionary way (e.g. set-based design).

O O O R

01

08



GUUUUUUUUU VsV bBBUEE

|43
Base practices 4—5 Process outcomes
4 Ensure consistency and establish bidirectional traceability. 3

Ensure consistency and establish bidirectional traceability between the software architecture and the software requirements.

09| There may be non-functional software requirements that the software architectural design does not trace to. Examples are
development process requirements. Such requirements are still subject to verification.

10| Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration of
verification coverage. Traceability alone, e.g, the existence of links, does not necessarily mean that the information is consistent
with each other.

5 Communicate agreed software architecture. 4

Communicate the agreed software architecture to all affected parties.




SWE.3 Software Detailed Design and Unit Construction

The purpose is to establish a software detailed design, comprising static and dynamic aspects, consistent with the software

architecture, and to construct software units consistent with the software detailed design.

Process outcomes

1 Adetailed designis specified including static and dynamic aspects.

2 Software units as specified in the software detailed design are produced.

3 Consistency and bidirectional traceability are established between software
detailed design and software architecture; and consistency and bidirectional
traceability are established between source code and software detailed design;
and consistency and bidirectional traceability are established between the
software detailed design and the software requirements.

4 The source code and the agreed software detailed design are communicated
to all affected parties.

Outputinformationitems Process outcomes

04-05 Software detailed design 1
11-05 Software unit 1,2
13-51 Consistency evidence 3
13-52 Communication evidence 4

This primary life cycle process belongs to

[l basic scopel

better understanding.

- = We have published avideo
ﬁ tutorial on this process for
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Base practices 1—3 Process outcomes
Specify the static aspects of the detailed design. 1

1

For each software component specify the behavior of its software units, their static structure and relationships,
theirinterfacesincluding

- valid data value ranges for inputs and outputs (from the application domain perspective), and

+ physical or measurement units applicable to inputs and outputs (from the application domain perspective).

01] The boundary of a software unitisindependent from the software unit’s representation in the source code, code file structure,
or model-based implementation, respectively. Itis rather driven by the semantics of the application domain perspective.
Therefore, a software unit may be, at the code level, represented by a single subroutine or a set of subroutines.

02| Examples of valid data value ranges with applicable physical units from the application domain perspective are ‘0..200 [m/s]’,
‘0..3.8[A]’ or ‘1..100 [N]. For mapping such application domain value ranges to programming language-level data types
(such as unsigned Integer with a value range of 0..65535) refer to BP2.

03| Examples of ameasurement unitare ‘%’ or ‘%’

04| Acounterisanexample of a parameter, or areturn value, to which neither a physical nor a measurement unitis applicable.

05| The hardware-software-interface (HSI) definition puts in context the hardware design and therefore is an aspect of system
design (SYS.3).

2 Specify dynamic aspects of the detailed design. 1
Specify and document the dynamic aspects of the detailed design with respect to the software architecture, including the
interactions between relevant software units to fulfill the component’s dynamic behavior.

06| Examples for behavioral descriptions are natural language or semi-formal notation (e.g. SysML, UML).

3 Develop software units. 2
Develop and document the software units consistent with the detailed design, and according to coding principles.

07| Examples for coding principles at capability level 1are not to use implicit type conversions, only one entry and one exit

SWE.2

pointin subroutines, and range checks (design-by-contract, defensive programming). Further examples see e.g.
ISO 26262-6 clause 8.4.5 together with table 6.




SWE.3 Software Detailed Design and Unit Construction

Base practices 4—5 Process outcomes

Ensure consistency and establish bidirectional traceability. 3
Ensure consistency and establish bidirectional traceability between the software detailed design and the software architecture.
Ensure consistency and establish bidirectional traceability between the developed software units and the software detailed
design. Ensure consistency and establish traceability between the software detailed design and the software requirements.
Redundancy should be avoided by establishing a combination of these approaches.

Examples for tracing a software unitin the detailed design to a software requirement directly are communication matrices or basis
software aspects such as a list of diagnosis identifiers inherentin an Autosar configuration.

10| Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration of
verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.
5 Communicate agreed software detailed design and developed software units. 4

Communicate the agreed software detailed design and developed software units to all affected parties.

O O O R



SWE.4 Software Unit Verification

The purpose is to verify that software units are consistent with the software detailed design.

Process outcomes Outputinformationitems Process outcomes

08-60 Verification measure 1
1 Verification measures for software unit verification are specified. 03-50 Verification measure data 3
2 Software unit verification measures are selected according to the release scope, B Vaiieailen Mmease scecionset 2
including criteria for regression verification. ——
3 Software units are verified using the selected verification measures, and results 15752 Ver|ﬁ§at|on res‘f'ts 3
are recorded. 13-51 Consistency evidence 4
4 Consistency and bidirectional traceability are established between verification 13-52 Communication evidence 5
measures and software units; and bidirectional traceability are established between

This primary life cycle process belongs to

verification results and verlﬁca'tlpn measures. ' ‘ tat basic scopel
5 Results of the software unit verification are summarized and communicated to

all affected parties.

We have published a video
tutorial on this process for
better understanding.
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SWE.4 Software Unit Verification

Base practices 1-5 Process outcomes
Specify software unit verification measures. 1

1 Specify verification measures for each software unit defined in the software detailed design, including

+ pass/fail criteria for verification measures,

+ entry and exit criteria for verification measures, and

+ the required verification infrastructure.

01| Examples for unit verification measures are static analysis, code reviews, and unit testing.
02| Static analysis can be done based on MISRA rulesets and other coding standards.

2 Select software unit verification measures. 2
Document the selection of verification measures considering selection criteria including criteria for regression verification.

The documented selection of verification measures shall have sufficient coverage according to the release scope.

3 Verify software units. 3
Perform software unit verification using the selected verification measures. Record the verification results including pass/fail
status and corresponding verification measure data.

03] See SUP.9 for handling of verification results that deviate from expected results.

4 Ensure consistency and establish bidirectional traceability. 4

Ensure consistency and establish bidirectional traceability between verification measures and the software units defined in
the detailed design. Establish bidirectional traceability between the verification results and the verification measures.
Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration of
verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.

5 Summarize and communicate results. 5
Summarize the results of software unit verification and communicate them to all affected parties.

05| Providing all necessary information from the test case execution in a summary enables other parties to judge the consequences.

O O O R
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SWE.2

SWE.5 Software Component Verification and Integration Verification

|49

The purpose is to verify that software components are consistent with the software architectural design, and to integrate software
elements and verify that the integrated software elements are consistent with the software architecture and software detailed design.

Process outcomes

1 Verification measures are specified for software integration verification of the
integrated software elements based on the software architecture and detailed design,
including the interfaces of, and interactions between, the software components.

2 Verification measures for software components are specified to provide evidence for
compliance of the software components with the software components’ behavior and
interfaces.

3 Software elements are integrated up to a complete integrated software.

4 Verification measures are selected according to the release scope considering criteria,
including criteria for regression verification.

5 Software components are verified using the selected verification measures, and the
results of the integration verification are recorded.

6 Integrated software elements are verified using the selected verification measures,
and the results of the integration verification are recorded.

7 Consistency and bidirectional traceability are established between verification measures
and the software architecture and detailed design; and consistency and bidirectional
traceability are established between verification results and verification measures.

8 Theresults of software component verification and software elementsintegration
verification are summarized and communicated to all affected parties.

Outputinformationitems Process outcomes
08-60 Verification measure 1,2
06-50 Integration sequence instruction 3
03-50 Verification measure data 5
08-58 Verification measure selection set
15-52 Verification results 5,

4
6
13-51 Consistency evidence 7
8
3
3

13-52 Communication evidence
01-03 Software component
01-50 Integrated software

This primary life cycle process belongs to

[l basic scopel

We have published a video
tutorial on this process for
better understanding.
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SWE.5 Software Component Verification and Integration Verification

Base practices 1—2 Process outcomes

Specify software integration verification measures. 1
1 Specify verification measures, based on a defined sequence and preconditions for the integration of software elements,

against the defined static and dynamic aspects of the software architecture, including

+ techniques for the verification measures;

+ pass/fail criteria for verification measures;

+ entry and exit criteria for verification measures, and

+ the required verification infrastructure and environment setup.

01| Examples onwhich the software integration verification measures may focus on are the correct dataflow and dynamic
interaction between software components together with their timing dependencies, the correctinterpretation of data
by all software components using an interface, and the compliance to resource consumption objectives.

02| The software integration verification measure may be supported by using hardware debug interfaces or simulation

environments (e.g. Software-in-the-Loop-Simulation).

2 Specify verification measures for verifying software component behavior. 2
Specify verification measures for software component verification against the defined software components’ behavior

and theirinterfaces in the software architecture, including

+ techniques for the verification measures;

+ entry and exit criteria for verification measures;

- pass/fail criteria for verification measures, and

+ the required verification infrastructure and environment setup.

Verification measures are related to software components but not to the software units since software unit verification

isaddressedin the process SWE.4 Software Unit Verification.

03
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Base practices 3—5 Process outcomes
Select verification measures. 4

3 Document the selection of integration verification measures for each integration step considering selection criteriaincluding
criteria for regression verification. The documented selection of verification measures shall have sufficient coverage according
to the release scope.

Examples for selection criteria can be the need for continuous integration /continuous development regression verification

(due to e.g. changes to the software architectural or detailed design), or the intended use of the delivered product release

(e.g. test bench, test track, public road etc.).

4 Integrate software elements and perform integration verification. 3,6
Integrate the software elements until the software is fully integrated according to the specified interfaces and interactions
between the Software elements, and according to the defined sequence and defined preconditions. Perform the selected
integration verification measures. Record the verification measure data including pass/fail status and corresponding verification
measure data.

04

05| Examples for preconditions for starting software integration are qualification of pre-existing software components,
off-the-shelf software components, open-source-software, or auto-code generated software.
06| Defined preconditions may allow e.g. big-bang-integration of all software components, continuous integration, as well

as step-wise integration (e.g. across software units and/or software components up to the fully integrated software)
with accompanying verification measures.
07| See SUP.9 for handling deviations of verification results deviate expected results.
Perform software component verification. 5
5 Perform the selected verification measures for verifying software component behavior. Record the verification results
including pass/fail status and corresponding verification measure data.
08| See SUP.9 for handling verification results that deviate from expected results.

SWE.2 SWE.3 SWE.4



SWE.5 Software Component Verification and Integration Verification

Base practices 6—7 Process outcomes

6

09

Ensure consistency and establish bidirectional traceability. 7
Ensure consistency and establish bidirectional traceability between verification measures and the static and dynamic

aspects of the software architecture and detailed design. Establish bidirectional traceability between verification results and
verification measures.

Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration

of verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.

10|

n

Summarize and communicate results. 8
Summarize the software component verification and the software integration verification results and communicate them

to all affected parties.

Providing all necessary information from the test case execution in a summary enables other parties to judge the consequences.

O O



SWE.6 Software Verification

The purpose of the Software Verification process is to ensure that the integrated software is verified to be consistent
with the software requirements.

Process outcomes Outputinformationitems Process outcomes
08-60 Verification measure 1
1 Verification measures are specified for software verification of the software 03-50 Verification measure data 3
basgq on the software requirements. . o o 08-58 Verification measure selectionset 2
2 Verification measures are selected according to the release scope considering criteria, ——
R ; o . e 15-52 Verification results 3
including criteria for regression verification. - -
3 Theintegrated software is verified using the selected verification measures 13-51 Consistency evidence £
and the results of software verification are recorded. 13-52 Communication evidence 5
4 Consistency and bidirectional traceability are established between verification This primary life cycle process belongs to
measures and software requirements; and bidirectional traceability are established the [EXT -

between verification results and verification measures.
5 Results of the software verification are summarized and communicated to all
affected parties.

We have published a video
E E tutorial on this process for

;-'l better understanding.
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SWE.6 Software Verification

Base practices 1—3 Process outcomes

Specify verification measures for software verification. 1
1 Specify the verification measures for software verification suitable to provide evidence for compliance of the integrated

software with the functional and non-functional information in the software requirements, including

+ techniques for the verification measures;

+ pass/fail criteria for verification measures;

- adefinition of entry and exit criteria for the verification measures;

* necessary sequence of verification measures, and

+ the required verification infrastructure and environment setup.

The selection of appropriate techniques for verification measures may depend on the content of the respective software

requirement (e.g. boundary values and equivalence classes for data range-oriented requirements, positive/sunny-day-test

vs. negative testing such as fault injection), or on requirements-based testing vs. “error guessing based on knowledge or

experience”.

Select verification measures. 2

Document the selection of verification measures considering selection criteriaincluding criteria for regression verification.

The documented selection of verification measures shall have sufficient coverage according to the release scope.

Examples for selection criteria can be prioritization of requirements, continuous development, the need for regression

verification (due to e.g. changes to the software requirements), or the intended use of the delivered product release

(test bench, test track, public road etc.)

Verify the integrated software. 3

Perform the verification of the integrated software using the selected verification measures. Record the verification results

including pass/fail status and corresponding verification measure data.

03| See SUP.9 for handling verification results that deviate from expected results.

O O O R
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Base practices 4—5 Process outcomes
4 Ensure consistency and establish bidirectional traceability. 4

Ensure consistency and establish bidirectional traceability between verification measures and software requirements.

Establish bidirectional traceability between verification results and verification measures.

Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration

of verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is

consistent with each other.

5 Summarize and communicate results. 5

Summarize the software verification results and communicate them to all affected parties.

05| Providing all necessary information from the test case execution in a summary enables other parties to judge the consequences.

04

SWE.2 SWE.3 SWE.4 SWE.5



VAL.1 Validation

The purpose is to provide evidence that the end product, allowing direct end user interaction,

satisfies the intended use expectations in its operational target environment.

Process outcomes

1 Validation measures are selected considering criteria for regression verification.

2 The productis validated using the selected validation measures and the results of
validation are recorded.

3 Consistency and unidirectional traceability are established between validation
measures and stakeholder requirements; and consistency and bidirectional
traceability is established between validation results and validation measures.

4 Results of the validation are summarized and communicated to all affected parties.

Outputinformationitems Process outcomes

08-59 Validation measure 1

08-57 Validation measure selection set

13-24 Validation results

1
2
13-51 Consistency evidence 3
13-52 Communication evidence 4

This primary life cycle process belongs to

the [T,
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Base practices 1—2 Process outcomes
Specify validation measures for product validation. 1
1 Specify the validation measures for the end product based on the stakeholder requirements to provide evidence that it fulfills
itsintended use expectationsinits operational target environment, and
+ techniques for the validation measures;
+ pass/fail criteria for validation measures;
+ adefinition of entry and exit criteria for the validation measures;
* necessary sequence of validation measures, and
+ the required validation infrastructure and environment setup.
01] Anexample for validation-relevant stakeholder requirements are homologation or legal type approval requirements.
Further examples of sources of intended use expectations are technical risks (see MAN.5, SYS.3.BP4, SWE.2.BP3, HWE.2.BP6).
02| Where stakeholder requirements cannot be specified comprehensively or change frequently, repeated validation of
(often rapidly developed) increments in product evolution may be employed to refine stakeholder requirements, and to
mitigate risks in the correctidentification of needs.
03| Validation may also be conducted to confirm that the product also satisfies the often less formally expressed, but sometimes
overriding, attitudes, experience, and subjective tests that comprise stakeholder or end user satisfaction.
2 Select validation measures. 1
Document the selection of validation measures considering selection criteriaincluding criteria for regression validation.
The documented selection of validation measures shall have sufficient coverage according to the release scope.
04| Examples for criteria for selection can be the release purpose of the delivered product (such as test bench, test track,
validation on public roads, field use by end users), homologation/ type approval, confirmation of requirements,
orthe need for regression due to e.g. changes to stakeholder requirements and needs.
SWE.2 SWE.3 SWE.4 SWE.5 SWE.6




VAL.1 Validation

Base practices 3—5 Process outcomes
Perform validation and evaluate results. 2
3 Perform the validation of the integrated end product using the selected validation measures. Record the validation results
including pass/fail status. Evaluate the validation results.
Validation results can be used as a means for identifying stakeholder or system requirements
e.g.inthe case of mock-ups or concept studies.
06| See SUP.9 for handling verification results that deviate from expected results.
4 Ensure consistency and establish bidirectional traceability. 3
Ensure consistency and establish bidirectional traceability from validation measures to the stakeholder requirements from
which they are derived. Establish bidirectional traceability between validation results and validation measures.

05

07| Examples of sources of validation measures from which they can be derived are legal requirements, homologation
requirements, results of technical risk analyses, or stakeholder and system requirements (see SYS.1and SYS.2).

08| If sources of validation measures are e.g. legal or homologation requirements, then direct bidirectional traceability
from those sources to the validation measures are not possible. In such a case, unidirectional traceability is sufficient.

09| Bidirectional traceability supports consistency, and facilitates impact analyses of change requests, and demonstration of

verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.
5 Summarize and communicate results. 4
Summarize the validation results and communicate them all to affected parties.
10| Providingall necessary information from the test case execution in a summary enables other parties to judge
the consequences.

O O O R



MLE.1 Machine Learning Requirements Analysis

The purpose is to refine the machine learning-related software requirements into a set of ML requirements.

Process outcomes

1 The ML requirements, including ML data requirements, are identified and specified
based on the software requirements and the components of the

software architecture.

ML requirements are structured and prioritized.

ML requirements are analyzed for correctness and verifiability.

The impact of ML requirements on the ML operating environmentis analyzed.
Consistency and bidirectional traceability are established between ML
requirements and software requirements, and between ML requirements and
software architecture.

6 The ML requirements are agreed and communicated to all affected parties.

a b wnN

SWE.2 SWE.3 SWE.4 SWE.5 SWE.6

Outputinformationitems Process outcomes

17-00 Requirement 1,2
17-54 Requirement attribute 2,3
13-52 Communication evidence 6
13-51 Consistency evidence 5
15-51 Analysis results 3,4

This primary life cycle process belongs to

LWLl flex scope

tutorial on the machine learning
process model for better
understanding.

el

E We have published a video
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MLE.1 Machine Learning Requirements Analysis

Base practices 1—4 Process outcomes

1

Specify ML requirements. 1
Use the software requirements and the software architecture to identify and specify functional and non-functional ML requirements,
as well as ML data requirements specifying data characteristics (e.g., gender, weather conditions, street conditions within the ODD)
and their expected distributions.

01| Non-functional requirements may include relevant characteristics of the ODD and KPls as robustness, performance and
level of trustworthiness.
02| The ML datarequirements are input for SUP.11 Machine Learning Data Management but also for other MLE processes.
03] Incase of ML development only, stakeholder requirements represent the software requirements.
2 Structure ML requirements. 2
Structure and prioritize the ML requirements.
04| Examples for structuring criteria can be grouping (e.g. by functionality) or variants identification.
05| Prioritization can be done according to project or stakeholder needs via e.g. definition of release scopes. Refer to SPL.2.BP1.
Analyze ML requirements. 3
Analyze the specified ML requirements including their interdependencies to ensure correctness, technical feasibility,
and ability for machine learning model testing, and to support project management regarding project estimates.
06| See MAN.3.BP3 for project feasibility and MAN.3.BP5 for project estimates.
4 Analyze the impact on the ML operating environment. 4
Analyze the impact that the ML requirements will have on interfaces of software components and the ML operating environment.
07| The ML operating environment is defined as the infrastructure and information which both the trained ML model and the

n

deployed ML model need for execution.
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Base practices 5—6 Process outcomes
5 Ensure consistency and establish bidirectional traceability. 5
Ensure consistency and establish bidirectional traceability between ML requirements and software requirements and
between ML requirements and the software architecture.
08| Bidirectional traceability supports consistency, facilitates impact analyses of change requests, and verification coverage
demonstration. Traceability alone, e.g. the existence of links, does not necessarily mean that the information is consistent with
each other.
09| Redundant traceability is notintended, but at least one out of the given traceability paths.
6 Communicate agreed ML requirements and impact on the operating environment. 6

Communicate the agreed ML requirements, and the results of the impact analysis on the ML operating environment to all
affected parties.

SWE.2 SWE.3 SWE.4 SWE.5 SWE.6 VAL.1



MLE.2 Machine Learning Architecture

The purpose is to establish an ML architecture supporting training and deployment, consistent with the ML requirements,
and to evaluate the ML architecture against defined criteria.

Process outcomes

g hwWN -

~

An ML architecture is developed.

Hyperparameter ranges and initial values are determined as a basis for the training.
Evaluation of ML architectural elementsis conducted.

Interfaces of the ML architectural elements are defined.

Resource consumption objectives for the ML architectural elements are defined.
Consistency and bidirectional traceability are established between the ML
architectural elements and the ML requirements.

The ML architecture is agreed and communicated to all affected parties.

Outputinformationitems Process outcomes

04-51 ML architecture 1,2,3,4,5
13-52 Communication evidence 7
13-51 Consistency evidence 6
01-54 Hyperparameter 1,2
15-51 Analysis results 1,3

This primary life cycle process belongs to

the [T,
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Base practices 1-7 Process outcomes
Develop ML architecture. 1
1 Develop and document the ML architecture that specifies ML architectural elements including details of the ML model,
pre-and postprocessing, and hyperparameters which are required to create, train, test, and deploy the ML model.
01] Necessary details of the ML model may include layers, activation functions, and backpropagation. The level of detalil
of the ML model may not need to cover aspects like single neurons.
02| The details of the ML model may differ between the ML model used during training and the deployed ML model.
2 Determine hyperparameter ranges and initial values. 2
Determine and document the hyperparameter ranges and the initial values as a basis for the training.
3 Analyze ML architectural elements. 3

Define criteria for analysis of the ML architectural elements. Analyze ML architectural elements according to the defined criteria.
03| Trustworthiness and explainability might be criteria for the analysis of the ML architectural elements.
Define interfaces of the ML architectural elements. 4
4 Determine and document the internal and external interfaces of each ML architectural elementincludingits interfaces to
related software components.

5 Define resource consumption objectives for the ML architectural elements. 5
Determine and document the resource consumption objectives for all relevant ML architectural elements during training and deployment.
6 Ensure consistency and establish bidirectional traceability. 6

Ensure consistency and establish bidirectional traceability between the ML architectural elements and the ML requirements.
04| Bidirectional traceability supports consistency, and facilitates impact analyses of change requests, and verification
coverage demonstration. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is
consistent with each other.
05| The bidirectional traceability should be established on areasonable level of abstraction to the ML architectural elements.
Communicate agreed ML architecture. 7
Inform all affected parties about the agreed ML architecture including the details of the ML model and the initial hyperparameter values.

SWE.2 SWE.3 SWE.4 SWE.5 SWE.6 VAL.1 MLE.1




MLE.3 Machine Learning Training

The purpose is to optimize the ML model to meet the defined ML requirements.

Process outcomes

1 An ML training and validation approach is specified.

2 The data set for ML training and ML validation is created.

3 The ML model, including hyperparameter values, is optimized to meet the defined
ML requirements.

4 Consistency and bidirectional traceability are established between the ML training
and validation data set and the ML data requirements.

5 Results of optimization are summarized, and the trained ML model is agreed and
communicated to all affected parties.

Outputinformationitems Process outcomes
08-65 ML training and validation approach 1
03-51 ML data set 2
01-53 Trained ML model

01-54 Hyperparameter

13-51 Consistency evidence
13-52 Communication evidence

aldlwlw

This primary life cycle process belongs to

Lilk flex scopek
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Base practices 1—3 Process outcomes
Specify ML training and validation approach. 1

1

Specify an approach which supports the training and validation of the ML model to meet the defined ML requirements.

The ML training and validation approach includes

+ entry and exit criteria of the training and validation

+ approaches for hyperparameter tuning / optimization

+ approach for data set creation and modification, and

« training and validation environment

01] The ML training and validation approach may include random dropout and other robustification methods.

02| ML validation is the optimization of the hyperparameters during Machine Learning Training (MLE.3). The term “validation”
has a different meaning than VAL.1.

03| The training environment should reflect the environment of the deployed model.

Create ML training and validation data set. 2

2 Select data from the ML data collection provided by SUP.11 and assign them to the data set for training and validation of the
ML model according to the specified ML training and validation approach.
04| The ML training and validation data set may include corner cases, unexpected cases, and normal cases depending on the
ML requirements.
05| Aseparated data set for training and validation might not be required in some cases (e.g.k-fold cross validation,

no optimization of hyperparameters).

Create and optimize ML model. 3
3 Create the ML model according to the ML architecture and train it, using the identified ML training and validation data set

according to the ML training and validation approach to meet the defined ML requirements, and training and validation

exit criteria.




MLE.3 Machine Learning Training

Base practices 4—5 Process outcomes

Ensure consistency and establish bidirectional traceability. 4
4 Ensure consistency and establish bidirectional traceability between the ML training and validation data set and the

ML data requirements.

Bidirectional traceability supports consistency and facilitates impact analyses of change requests.Traceability alone, e.g., the

existence of links, does not necessarily mean that the information is consistent with each other.

5 Summarize and communicate agreed trained ML model. 5

Summarize the results of the optimization and inform all affected parties about the agreed trained ML model.

06

O O O R



MLE.4 Machine Learning Model Testing

The purpose is to ensure compliance of the trained ML model and the deployed ML model with the ML requirements.

Process outcomes Outputinformationitems Process outcomes
08-64 ML test approach 1
1 An ML testapproachis defined. 03-51 ML data set 2
2 An ML testdata setis created. 13-50 ML test result 3.4
3 The trained ML modelis tested. :
4 The deployed ML modelis derived from the trained ML model and tested. 1150 Depl?yed MLm.odeI 4
5 Consistency and bidirectional traceability are established between the ML test (551 CO”S'St?nCY eV|d§nce 5
approach and the ML requirements, and the ML test data set and the ML data 13-52 Communication evidence é
requirements; and bidirectional traceability is established between the ML test This primary life cycle process belongs to
approach and ML test results. ¥ flex scopel

6 Results of the ML model testing are summarized and communicated with the
deployed ML model to all affected parties.

MLE.3



MLE.4 Machine Learning Model Testing

Base practices 1—3 Process outcomes
Specify an ML test approach. 1
1 Specify an ML test approach suitable to provide evidence for compliance of the trained ML model and the deployed
ML model with the ML requirements. The ML test approach includes
+ ML test scenarios with distribution of data characteristics (e.g., gender, weather conditions, street conditions within the ODD)
defined by ML requirements
« distribution and frequency of each ML test scenario inside the ML test data set
+ expected testresult per test datum
+ entry and exit criteria of the testing
+ approach for data set creation and modification, and
+ the required testing infrastructure and environment setup

01| Expectedtestresult pertest datum might require labeling of test data to support comparison of output of the ML model
with the expected output.
02| Testdatumisthe smallestamount of data which is processed by the ML model into only one output. E.g., one image in
photo processing or an audio sequence in voice recognition.
03| Data characteristic is one property of the data that may have different expressions in the ODD. E.g., weather condition
may contain expressions like sunny, foggy or rainy.
04| An ML test scenario is a combination of expressions of all defined data characteristics e.g., weather conditions = sunny,
street conditions = gravel road.
2 Create ML test data set. 2

Create the ML test data set needed for testing of the trained ML model and testing of the deployed ML model from the

ML data collection provided by SUP.11 considering the ML test approach. The ML test data set shall not be used for training.
05| The ML test data set for the trained ML model might differ from the test data set of the deployed ML model.

06| Additional data sets might be used for special purposes like assurance of safety, fairness, robustness.

O O O R
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Process outcomes

3 Test trained ML model. 3
Test the trained ML model according to the ML test approach using the created ML test data set. Record and evaluate
the ML testresults
07| Evaluation of testlogs mightinclude pattern analysis of failed test data to support e.g., trustworthiness.
Derive deployed ML model. 4
4 Derive the deployed ML model from the trained ML model according to the ML architecture. The deployed ML model shall
be used for testing and delivery to software integration.
08| The deployed ML model will be integrated into the target system and may differ from the trained ML model which often
requires powerful hardware and uses interpretative languages.
5 Test deployed ML model. 4
Test the deployed ML model according to the ML test approach using the created ML test data set. Record and evaluate
the ML testresults.
6 Ensure consistency and establish bidirectional traceability. 5
Ensure consistency and establish bidirectional traceability between the ML test approach and the ML requirements,
and the ML test data set and the ML data requirements; and bidirectional traceability is established between the ML test
approach and ML testresults.
09| Bidirectional traceability supports consistency, and facilitates impact analyses of change requests, and verification coverage
demonstration. Traceability alone, e.g. the existence of links, does not necessarily mean that the information is consistent with
each other.
7 Summarize and communicate results. 6

MLE.3

Summarize the test results of the ML model. Inform all affected parties about the agreed results and the deployed ML model.




HWE.1 Hardware Requirements Analysis

The purpose is to establish a structured and analyzed set of hardware requirements consistent with the system requirements,
and the system architectural design.

Process outcomes Outputinformationitems Process outcomes

. . 13-52 Communication evidence 7
1 Hardware requ!rements are specified. o 03 CendEiene) oudaes 5.6
2 Hardware requirements are structured and prioritized.
3 Hardware requirements are analyzed for correctness and technical feasibility. 17-00 Hardware requirement 1,2,3
4 Theimpact of hardware requirements on the operating environment is analyzed. 17-54 Requirement attribute 2
5 Consistency and bidirectional traceability are established between hardware 15-51 Analysis results 3,4

requirements and system requirements.

Consistency and bidirectional traceability are established between hardware
requirements and system architectural design. the [EETTT.

This primary life cycle process belongs to

o

7 The hardware requirements are agreed and communicated to all affected parties.
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Base practices 1—3 Process outcomes
Specify hardware requirements. 1
1 Use the system requirements, and the system architecture including interface definitions, to identify and document the functional
and non-functional requirements of the hardware according to defined characteristics for requirements.
01| Characteristics of requirements are defined in standards such as ISO IEEE 29148, ISO/IEC IEEE 24765, 1SO 26262-8:2018, or the
INCOSE Guide For Writing Requirements.
02| Examples for defined characteristics of requirements shared by the above-mentioned standards are verifiability (i.e. verification
criteria beinginherentin the requirements text), unambiguity/comprehensibility, freedom from design and implementation, and not
contradicting any other requirement.
03| Incase of hardware-only development, the system requirements and the system architecture refer to a given operating
environment. In that case, stakeholder requirements can be used as the basis for identifying the required functions and capabilities
of the hardware.
04| The hardware-software-interface (HSI) definition puts in context software and therefore is an interface decision at the system
design level (see SYS.3). If such a HSI exists, then it may provide input to hardware requirements.
2 Structure hardware requirements. 2
Structure and prioritize the hardware requirements.
05| Examples for structuring criteria can be grouping (e.g. by functionality) or variants identification.
06| Prioritization can be done according to project or stakeholder needs via e.g. definition of release scopes. Refer to SPL.2.BP1.
Analyze hardware requirements. 3
3 Analyze the specified hardware requirements including their interdependencies to ensure correctness, technical feasibility, and to
support project management regarding project estimates.
07| See MAN.3.BP3 for project feasibility and MAN.3.BP5 for project estimates.
08| The analysis of technical feasibility can be done based on a given hardware design (e.g., platform) or by prototype development.




HWE.1 Hardware Requirements Analysis

Base practices 4—6 Process outcomes

4

Analyze the impact on the operating environment. 4
Identify the interfaces between the specified hardware and other elements of the operating environment. Analyze the impact
that the hardware requirements will have on these interfaces and the operating environment.

Ensure consistency and establish bidirectional traceability. 5,6

5 Ensure consistency and establish traceability between hardware requirements and the system architecture.
Ensure consistency and establish traceability between hardware requirements and system requirements.
09| Redundant traceability is notintended.
10| There may be non-functional hardware requirements that the hardware design does not trace to. Examples are development
process requirements. Such requirements are still subject to verification.
11| Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration of
verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.
12| Incase of hardware development only, the system requirements and system architecture refer to a given operating environment.
In that case, consistency and bidirectional traceability can be ensured between stakeholder requirements and hardware
requirements.
6 Communicate agreed hardware requirements and impact on the operating environment. 7

n

Communicate the agreed hardware requirements and results of the analysis of impact on the operating environment to all relevant
parties.

O O



HWE.2 Hardware Design

The purpose is to provide an analyzed design, including dynamic aspects, that is consistent with the hardware requirements

and suitable for manufacturing, and to derive production-relevant data.

Process outcomes

1 Ahardware architecture and hardware detailed design is developed that identifies
the elements of the hardware and describes their behavior as well as their
interfaces, and the dynamic interactions of the hardware elements.

2 The hardware architecture and the hardware detailed design is analyzed and
special characteristics are identified.

3 Consistency and bidirectional traceability are established between hardware
requirements and hardware design.

4 Hardware production datais derived from the hardware detailed design and

communicated to all affected parties.

Information for production testis derived from the hardware detailed design and

communicated to all affected parties.

The hardware architecture and hardware detailed design and the special

characteristics are agreed and communicated to all affected parties.

o

o

Outputinformation items Process outcomes

MLE.3 MLE.4 HWE.1

04-52 Hardware architecture 1
04-53 Hardware detailed design 1
15-51 Analysis results 2
13-51 Consistency evidence 3
17-57 Special characteristics 2
13-52 Communication evidence 6
04-54 Hardware schematics 1,4,5
14-54 Hardware bill of materials 1,4,5
04-55 Hardware layout 1,4,5
03-54 Hardware production data 1,4,5
04-56 Hardware elementinterface 1

This primary life cycle process belongs to

LUCE flex scopef



HWE.2 Hardware Design

Base practices 1—3 Process outcomes

1

Specify the hardware architecture. 1,4,5
Develop the hardware architecture that identifies the hardware components. Document the rationale for the defined
hardware architecture.

01| Examples foraspects reflected in the hardware architecture are ground concept, supply concept, EMC concept.
02| Examples for a design rationale can be implied by the reuse of a standard hardware, platform, or product line, respectively,
or by a make-or-buy decision, or found in an evolutionary way.
2 Specify the hardware detailed design. 1,4,5
Based on componentsidentified in the hardware architecture, specify the detailed design description and the
schematics for the intended hardware variants, including the interfaces between the hardware elements.
Derive the hardware layout, the hardware bill of materials, and the production data.
03| Theidentification of hardware parts and their suppliers in the hardware bill of materials may be subject to a pre-defined
repository (see also IATF 16949:2016, clause 8.4.1.2.).
04| Hardware detailed design may be subject to constraints such as availability of hardware parts on the market,
hardware design rules, layout rules, creepage and clearance distances, compliance of hardware parts with industry standards
suchas AEC-Q, REACH.
Specify dynamic aspects. 1
3 Evaluate and document the dynamic behaviour of the relevant hardware elements and the interaction between them.
05| Notall hardware elements have dynamic behaviour that needs to be described.

n
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Base practices 4—6 Process outcomes
Analyze the hardware architecture and the hardware detailed design. 2
& Analyze the hardware architecture and hardware detailed design regarding relevant technical aspects, and support project
management regarding project estimates. Identify special characteristics.
06| Examples for technical aspects are manufacturability for production, suitability of pre-existing hardware components
to be reused, or availability of hardware elements.
07| Examples of methods suitable for analyzing technical aspects are simulations, calculations, quantitative
or qualitative analyses such as FMEA.
5 Ensure consistency and establish bidirectional traceability. 3
Ensure consistency and establish traceability between hardware elements and hardware requirements. Ensure consistency
and establish traceability between the hardware detailed design and components of the hardware architecture.
08| There may be non-functional hardware requirements that the hardware design does not trace to. Examples are development
process requirements. Such requirements are still subject to verification.
09| Bidirectional traceability further supports consistency, and facilitates impact analysis of change requests, and demonstration
of verification coverage. Traceability alone, e.g, the existence of links, does not necessarily mean that the information is consistent
with each other.
6 Communicate agreed hardware architecture and hardware detailed design. 4,5,6
Communicate the agreed hardware architecture and the hardware detailed design, including the special characteristics
and relevant production data, to all affected parties.
MLE.3 MLE.4 HWE.1




HWE.3 Verification against Hardware Design

The purpose is to ensure that the production data compliant hardware is verified to provide evidence for compliance with
the hardware design.

Process outcomes Outputinformationitems Process outcomes
08-60 Verification measure 1
03-50 Verification measure data 3
08-58 Verification measure selectionset 2

1 Verification measures are specified for verification of the hardware against the
hardware design, including the interfaces between hardware elements and the
dynamic aspects.

2 Verification measures are selected according to the release scope — considering 15-52 Verification results 3
criteria, including criteria for regression verification. 13-51 Consistency evidence 4,5
3 Verificationis performed on production data compliant samples using the selected 13-52 Communication evidence 6

verification measures, and verification results are recorded. . . K
4 Consistency and bidirectional traceability are established between hardware Ui il i e le (piacess be i i
elements and verification measures. the ‘
5 Bidirectional traceability is established between verification measures and
verification results.
6 Verification results are summarized and communicated to all affected parties.
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Base practices 1—4 Process outcomes
Specify verification measures for the verification against hardware design. 1

1 Specify the verification measures suitable to provide evidence for compliance of the hardware with the hardware design and its
dynamic aspects. Thisincludes
+ techniques for the verification measures
+ pass/fail criteria for verification measures
+ adefinition of entry and exit criteria for the verification measures, and
* necessary sequence of verification measures
+ the required verification infrastructure and environment setup

01] Examples onwhat a verification measure may focus on are the timeliness and timing dependencies of the correct signal flow
between interfacing hardware elements, interactions between hardware components.

02| Measuring points can be used for stepwise testing of hardware elements.
Ensure use of compliant samples. 3

2 Ensure that the samples used for verification against hardware design are compliant with the corresponding production data,
including special characteristics. Ensure that deviations are documented and that they do not alter verification results.

03| Examples of compliance are sample reports, record of visual inspection, ICT report.

3 Select verification measures. 2
Document the selection of verification measures considering selection criteriaincluding regression criteria. The documented
selection of verification measures shall have sufficient coverage according to the release scope.

04| Examples for selection criteria can be prioritization of requirements, the need for regression due to changes to the hardware
design, or the intended use of the delivered hardware release (e.g. test bench, test track, public road etc.)
Verify hardware design. 3

4 Verify the hardware design using the selected verification measures. Record the verification results including pass/fail status and
corresponding verification measure output data.

05| See SUP.9 for handling of non-conformances.
MLE.3 MLE.4 HWE.1 HWE.2




HWE.3 Verification against Hardware Design

Base practices 5—6 Process outcomes

5

06

Ensure consistency and establish bidirectional traceability. 4,5
Ensure consistency and establish bidirectional traceability between hardware elements and the verification measures.

Establish bidirectional traceability between the verification measures and verification results.

Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration

of verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is
consistent with each other.

07|

n

Summarize and communicate results. 6
Summarise the verification results and communicate them to all affected parties.
Providing all necessary information from the test case executionin a summary enables other parties to judge the consequences.

O O



HWE.4 Verification against Hardware Requirements

The purpose is to ensure that the complete hardware is verified to be consistent with the hardware requirements.

Process outcomes Outputinformationitems Process outcomes
08-60 Verification measure 1
1 Verification measures are specified for verification of the hardware against the 03-50 Verification measure data 3
harg‘_"’are_ requirements. . L . L 08-58 Verification measure selectionset 2
2 Verification measures are selected considering criteria, including criteria ——
R e 15-52 Verification results 3
for regression verification. - -
3 Verification is performed, if applicable on production data compliant samples, 13-51 Consistency evidence A
using the selected verification measures, and verification results are recorded. 13-52 Communication evidence 6
4 Consistency and bidirectional traceability are established between verification This primary life cycle process belongs to
measures and hardware requirements. the (BT

5 Bidirectional traceability is established between verification measures and
verification results.
6 Verification results are summarized and communicated to all affected parties.

MLE.3 MLE.4 HWE.1 HWE.2 HWE.3



HWE.4 Verification against Hardware Requirements

Base practices 1—4 Process outcomes

Specify verification measures for the verification against hardware requirements. 1
1 Specify the verification measure to provide evidence for compliance with the hardware requirements. This includes

+ techniques for the verification measures

- pass/fail criteria for verification measures

+ adefinition of entry and exit criteria for the verification measures

* necessary sequence of verification measures

+ the required verification infrastructure and environment setup

The verification measures may cover aspects such as thermal, environmental, robustness/lifetime, and EMC.

Ensure use of compliant samples. 3

Ensure that the samples used for the verification against hardware requirements are compliant with the corresponding

production data, including special characteristics, provided by hardware design.

02| Examples of compliance are sample reports, record of visual inspection, ICT report.
Select verification measures. 2

3 Document the selection of verification measures considering selection criteria including regression criteria. The

documented selection of verification measures shall have sufficient coverage according to the release scope.

Examples for selection criteria can be prioritization of requirements, the need for regression due to changes to the hardware

requirements, or the intended use of the delivered hardware release (e.g. test bench, test track, public road etc.).

Verify the compliant hardware samples. 3

4 Verify the compliant hardware samples using the selected verification measures. Record the verification results including

pass/fail status and corresponding verification measure output data.

See SUP.9 for handling of non-conformances.

01

03

04
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Base practices 5—6 Process outcomes
Ensure consistency and establish bidirectional traceability. 4,5
5 Ensure consistency between hardware requirements and verification measures. Establish bidirectional traceability
between hardware requirements and verification measures. Establish bidirectional traceability between verification
measures and verification results.
05| Bidirectional traceability supports consistency, and facilitates impact analysis of change requests, and demonstration

of verification coverage. Traceability alone, e.g., the existence of links, does not necessarily mean that the information is consistent
with each other.
6 Summarize and communicate results. 6
Summarize the verification results and communicate them to all affected parties.
06| Providing all necessary information from the test case execution in a summary enables other parties to judge the consequences.

MLE.3 MLE.4 HWE.1 HWE.2 HWE.3



SUP.1 Quality Assurance

The purpose of the Quality Assurance process is to provide independent and objective assurance that work products
and processes comply with defined criteria and that non-conformances are resolved and further prevented.

Process outcomes Outputinformationitems Process outcomes

. . . L X . 16-50 Organization structure 1,5

1 Qu.al|ty assurance is performed independently and objectively without conflicts T8=sZlEscaHanIpa 5.6
of interest.

2 Criteriafor the quality of work products and process performance are defined. 18-07 Quality criteria 2,3,4

3 Conformance of work products and process performance with the defined criteria and 13-52 Communication evidence 3,4,5

targetsis verified, documented and communicated to the relevant parties. 13-18 Quality conformance evidence 3,4

4 Non-conformances are tracked, resolved, and further prevented. 13-19 Review evidence 3,4

5 Non-conformances are escalated to appropriate levels of management. =6 Comeciive aciion 4,6

6 Management ensures that escalated non-conformances are resolved.
This primary life cycle process belongs to

[l basic scopel

We have published avideo
tutorial on this process for
better understanding.
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Process outcomes

Ensure independence of quality assurance.

1

1 Ensure that quality assurance is performed independently and objectively without conflicts of interest.
01| Possible inputs for evaluating the independence may be assignment to financial and/or organizational structure as well
as responsibility for processes that are subject to quality assurance (no self-monitoring).
2 Define criteria for quality assurance. 2
Define quality criteria for work products as well as for process tasks and their performance.
02| Quality criteria may considerinternal and external inputs such as customer requirements, standards, milestones, etc.
3 Assure quality of work products. 3,4
Identify work products subject to quality assurance according to the quality criteria. Perform appropriate activities
to evaluate the work products against the defined quality criteria and document the results.
03| Quality assurance activities may include reviews, problem analysis and lessons learned that improve the work products
for further use.
4 Assure quality of process activities. 3,4
Identify processes subject to quality assurance according to the quality criteria. Perform appropriate activities to
evaluate the processes against their defined quality criteria and associated target values and document the results.
04| Quality assurance activities may include process assessments, problem analysis, regular check of methods, tools
and the adherence to defined processes, and consideration of lessons learned.
5 Summarize and communicate quality assurance activities and results. 3,4,5
Regularly report performance, non-conformances, and trends of quality assurance activities to all affected parties.
MLE.3 MLE.4 HWE. 1 HWE.2 HWE.3 HWE.4




SUP.1 Quality Assurance

Base practices 6—7 Process outcomes
Ensure resolution of non-conformances. 4,6
6 Analyze, track, correct, resolve and further prevent non-conformances found in quality assurance activities.
05| Non-conformances detected in work products may be entered into the problem resolution management process (SUP.9).
06| Non-conformances detected in the process definition orimplementation may be entered into a process improvement
process (PIM.3).
Escalate non-conformances. 5,6

7 Escalate relevant non-conformances to appropriate levels of management and other relevant stakeholders
to facilitate their resolution.
07| The decision whether to escalate non-conformances may be based on criteria such as delay of resolution,

urgency, and risk.

O O O R



SUP.8 Configuration Management

The purpose of the Configuration Management process is to establish and maintain the integrity of relevant configuration items
and baselines, and make them available to affected parties.

Process outcomes Output information items Process outcomes
18-53 Configuration item selection criteria 1
1 Selection criteria for configuration items are defined and 01-52 Configuration item list 1,2,7
appllgd. o . . 16-03 Configuration management system 3,4,5
2 Configurationitem properties are defined. -
. . N R 13-08 Baseline 5,7
3 Configuration managementis established. -
4 Modifications are controlled. 14-01 Change history 3,4,6
5 Baseliningis applied. 15-56 Configuration status 6
6 The status of the configurationitemsisrecorded and reported. 13-51 Consistency Evidence 7
7 The completeness and consistency of the baselinesis ensured. 06-52 Backup and recovery mechanism information 8
8 The availability of backup and recovery mechanisms is verified.

This primary life cycle process belongs to

[l basic scopel

|: We have published avideo
E. E tutorial on this process for

better understanding.

MLE.3 MLE.4 HWE.1 HWE.2 HWE.3 HWE.4 SUP.1



SUP.8 Configuration Management

Base practices 1—4 Process outcomes

1

Identify configuration items. 1
Define selection criteria for identifying relevant work products to be subject to configuration management. Identify and
document configuration items according to the defined selection criteria.

01| Configurationitems are representing work products or group of work products which are subject to configuration management
as asingle entity.
02| Configurationitems may vary in complexity, size, and type, ranging from an entire system including all system, hardware, and
software documentation down to a single element or document.
03| The selection criteria may be applied to single work products or a group of work products.
2 Define configuration item properties. 2
Define the necessary properties needed for the modification and control of configuration items.
04| The configurationitem properties may be defined for single configuration items or a group of items.
05| Configurationitem properties may include a status model (e.g. under work, checked in, tested, released, etc.),
storage location, access rights, etc.
06| The application of properties may be implemented by attributes of the configuration items.
Establish configuration management. 3,4
3 Establish configuration management mechanisms for control of identified configuration items including the configuration
item properties, including mechanisms for controlling parallel modifications of configuration items.
07| This may include specific mechanisms for different configuration item types, such as branch and merge management
or checkout control.
4 Control modifications. 4
Control modifications using the configuration management mechanisms.
08| This mayinclude the application of a defined status model for configuration items.

n
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Base practices 5—8 Process outcomes

5 Establish baselines. 5
Define and establish baselines forinternal purposes, and for external product delivery, for all relevant configuration items.

Summarize and communicate configuration status. 6

6 Record, summarize, and communicate the status of configuration items and established baselines to affected parties
in order to support the monitoring of progress and status.
Regular communication of the configuration status, e.g. based on a defined status model supports project management,
quality activities, and dedicated project phases like software integration.
7 Ensure completeness and consistency. 7
Ensure that the information about configuration items is correct and complete including configuration item properties.
Ensure the completeness and consistency of baselines.
10| Completeness and consistency of a baseline means that all required configuration items are included and consistent,
and have the required status. This can be used to supporte.g., project gate approval.
8 Verify backup and recovery mechanisms availability. 8
Verify the availability of appropriate backup and recovery mechanism for the configuration managementincluding
the controlled configuration items. Initiate measures in case of insufficient backup and recovery mechanisms.
11| Backup andrecovery mechanisms may be defined and implemented by organizational units outside the project team.
This may include references to corresponding procedures or regulations.

09
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SUP.9 Problem Resolution Management

The purpose of the Problem Resolution Management process is to ensure that problems are identified, recorded, analyzed,
and their resolution is managed and controlled.

Process outcomes Outputinformationitems Process outcomes

. . . . 13-07 Problem 1,2,3,4
1 Problems are uniquely identified, recorded and classified. X X

R . . 15-55 Problem analysis evidence 2
2 Problems are analyzed and assessed to determine an appropriate solution.
3 Problemresolutionis initiated. 15-12 Problem status J
4 Problems are tracked to closure. This primary life cycle process belongs to
5 The status of problems including trends identified are reported to stakeholders. i basic scopell

I . We have published avideo
E E tutorial on this process for

g better understanding.
it 4
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Base practices 1-5 Process outcomes
Identify and record the problem. 1,4

1

Each problemis uniquely identified, described and recorded. A status is assigned to each problem to facilitate tracking.

Supporting information is provided to reproduce and diagnose the problem.

01] Problems may relate to e.g., product, resources, or methods.

02| Example values for the problem status are “new”, “solved”, “closed”, etc.

03| Supportinginformation may include, e.g. the origin of the problem, how it can be reproduced, environmental information,
by whom it has been detected.

04| Unique identification supports traceability to changes made as needed by the change request management process (SUP.10).

2 Determine the cause and the impact of the problem. 1,2

Analyze the problem, determine its cause, including common causes if existing, and impact. Involve relevant parties.
Categorize the problem.

05| Problem categorization (e.g., light, medium, severe) may be based on severity, criticality, urgency, etc.

3 Authorize urgent resolution action. 3
Obtain authorization forimmediate action if a problem requires an urgent resolution according to the categorization.
4 Raise alert notifications. 3

If according to the categorization the problem has a high impact on other systems or other affected parties, an alert
notification needs to be raised accordingly.
5 Initiate problem resolution. 3
Initiate appropriate actions according to the categorization to resolve the problem long-term, including review of those
actions orinitiate a change request. Thisincludes synchronization and consistency with short-term urgent resolution actions,
if applicable.




SUP.9 Problem Resolution Management

Base practices 6—7 Process outcomes
Track problems to closure. 4,5

6 Track the status of problems to closure including all related change requests. The closure of problems is accepted by

relevant stakeholders.

Report the status of problem resolution activities. 5

7 Collectand analyze problem resolution management data, identify trends, and initiate related actions. Regularly report
the results of data analysis, the identified trends and the status of problem resolution activities to relevant stakeholders.
06| Collected data may contain information about where the problems occurred, how and when they were found, what their

impacts were, etc.

O O O R



SUP.10 Change Request Management

The purpose of the Change Request Management process is to ensure that change requests are recorded, analyzed,
tracked, approved, and implemented.

Process outcomes Outputinformationitems Process outcomes
18-57 Change analysis criteria 2
1 Requests for changes are recorded and identified. 13-16 Change request 1,2,3,5,6
2 Change requf-:-sts ér? analyzed,c.iepend.enmels and relationships to other change 13-51 Consistency evidence 4
requests are identified, and the impactis estimated.
3 Changerequests are approved before implementation and prioritized accordingly. This primary life cycle process belongs to
4 Bidirectional traceability is established between change requests and affected il basic scope}

work products.

Implementation of change requests is confirmed.

6 Changerequests are tracked to closure and status of change requests is
communicated to affected parties.

o

better understanding.

L We have published a video
E@.E tutorial on this process for
4
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SUP.10 Change Request Management

Base practices 1—6 Process outcomes

1

Identify and record the change requests. 1
The scope for application of change requestsisidentified. Each change requestis uniquely identified, described, and recorded,
including the initiator and reason of the change request. A status is assigned to each change request to facilitate tracking.

01| Change requests may be used for changes related to e.g., product, process, methods.
02| Example values for the change request status are “open”, “under investigation”, “implemented”, etc.
03| The change request handling may differ across the product life cycle e.g., during prototype construction and series development
2 Analyze and assess change requests. 2
Change requests are analyzed by relevant parties according to analysis criteria. Work products affected by the change request and
dependencies to other change requests are determined. The impact of the change requests is assessed.
04| Examples for analysis criteria are: resource requirements, scheduling issues, risks, benefits, etc.
Approve change requests before implementation. 3
3 Change requests are prioritized and approved for implementation based on analysis results and availability of resources.
05| A Change Control Board (CCB) is an example mechanism used to approve change requests.
06| Prioritization of change requests may be done by allocation to releases.
Establish bidirectional traceability. 4
4 Establish bidirectional traceability between change requests and work products affected by the change requests. In case that
the change requestis initiated by a problem, establish bidirectional traceability between change requests and the corresponding
problem reports.
5 Confirm the implementation of change requests. 5
The implementation of change requests is confirmed before closure by relevant stakeholders.
Track change requests to closure. 6
6 Change requests are tracked to closure. The status of change requests is communicated to all affected parties.
07| Examples forinforming affected parties can be daily standup meetings or tool-supported workflows.

n
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SUP.11 Machine Learning Data Management

The purpose is to define and align ML data with ML data requirements, maintain the integrity
and quality of the ML data, and make them available to affected parties.

Process outcomes Outputinformationitems Process outcomes
16-52 ML data management system 1

1 An ML data management systemincluding an ML data lifecycle is established. 19-50 ML data quality approach 2

2 An ML data quality approach is developed including ML data quality criteria. 03-53 ML data 3,4

3 Collected ML data are processed for consistency with ML data requirements. 13-52 Communication evidence =

4 ML data are verified against defined ML data quality criteria and updated as

needed. This primary life cycle process belongs to
5 ML data are agreed and communicated to all affected parties. ()W flex scope

SUP.9 SUP.10



SUP.11 Machine Learning Data Management

Base practices 1—3 Process outcomes
Establish an ML data management system. 1
1 Establish an ML data management system which supports
+ ML data management activities;
* relevant sources of ML data;
+ ML data life cycle including a status model;
« interfaces to affected parties.

01| Supported ML data management activities may include data collection, labeling/annotation, and structuring.
Develop an ML data quality approach. 2
2 Develop an approach to ensure that the quality of ML datais analyzed based on defined ML data quality criteria and
activities are performed to support avoidance of biases of data.
02| Examples of ML data quality criteria are relevant data sources, reliability and consistency of labelling, completeness

against ML data requirements.
03| The ML data management system should support the quality criteria and activities of the ML data quality approach.
04| Biasestoavoid may include sampling bias (e.g., gender, age) and feedback loop bias.
05| Forcreation of ML data sets see MLE.3.BP2 and MLE.4.BP2.
Collect ML data. 3
Relevant sources for raw data are identified and continuously monitored for changes. The raw datais collected according
to the ML data requirements.
06| Theidentification and collection of ML data might be an organizational responsibility.
07| Continuous monitoring should include the ODD and may lead to changes of the ML requirements.

O O O R
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Base practices 4—6 Process outcomes

4 Process ML data. 3
The raw data are processed (annotated, analyzed, and structured) according to the ML data requirements.

5 Assure quality of ML data. 4

Perform the activities according to the ML data quality approach to ensure that the ML data meets the defined ML

data quality criteria.
08| These activities may include sample-based reviews or statistical methods.
Communicate agreed processed ML data. 5
Inform all affected parties about the agreed processed ML data and provide them to the affected parties.

SUP.9 SUP.10



MAN.3 Project Management

The purpose is to identify and control the activities, and establish resources necessary for a project
to develop a product, in the context of the project’s requirements and constraints.

Process outcomes Outputinformationitems Process outcomes
08-53 Scope of work 1

1 The scope of the work for the projectis defined.

e Lo . . . -54 ibili i 2,4
2 The feasibility of achieving the goals of the project with available resources and e s oiy el st
constraints is evaluated. 14-10 Work package S
3 The activities and resources necessary to complete the work are sized and estimated. 13-52 Communication evidence 2,3
4 |Interfaces within the project, and with other projects and organizational units, are 13-16 Change request 7
identified and monitored. 13-51 Consistency evidence 2,7
5 Plans for the execution of the project are developed, implemented and maintained. =6 Comeciive acion 6,7
6 Prggress of t.he projectis monltoreg andreported. ) 18-52 Escalation path 2.6,7
7 Adjustmentis performed when project goals are not achieved.
08-56 Schedule 3,5,7
14-50 Stakeholder groups list 4
15-06 Project status 4,6
We havle pu:lished avidfeo This primary life cycle process belongs to
tutorial on this process for
better understanding. the [0S SCOopeq
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Base practices 1—6 Process outcomes
Define the scope of work. 1
1 Identify the project's goals, motivation and boundaries.
2 Define project life cycle. 1,2
Define the life cycle for the project, which is appropriate to the scope, context, and complexity of the project.
Define arelease scope for relevant milestones.
01| This may include the alignment of the project life cycle with the customer's development process.
3 Evaluate feasibility of the project. 2
Evaluate the feasibility of achieving the goals of the project with respect to time, project estimates, and available resources.
02| The evaluation of feasibility may consider technical constraints of the project.
Define and monitor work packages. 3,4,5,7
& Define and monitor work packages and their dependencies according to defined project life cycle and estimations.
03| The structure and the size of the work packages support an adequate progress monitoring.
04| Work packages may be organized in awork breakdown structure.
Define and monitor project estimates and resources. 2,3,7
5 Define and monitor project estimates of effort and resources based on project's goals, project risks, motivation
and boundaries.
05| Examples of necessary resources are budget, people, product samples or infrastructure.
06| Projectrisks (using MAN.5) may be considered.
07| Estimations and resources may include engineering, management and supporting processes.
6 Define and monitor required skills, knowledge, and experience. 3,7
Identify and monitor the required skills, knowledge, and experience for the projectin line with the estimates and
work packages.
08| Training, mentoring or coaching of individuals may be applied to resolve deviations from required skills and knowledge.
SUP9 SUP10 SUP.1




MAN.3 Project Management

Base practices 7-10 Process outcomes

7

Define and monitor projectinterfaces and agreed commitments. 3,5,7
Identify and agree interfaces of the project with affected stakeholders and monitor agreed commitments.
Define an escalation mechanism for commitments that are not fulfilled.

09| Affected stakeholders may include other projects, organizational units, sub-contractors, and service providers.
8 Define and monitor project schedule. 6,7
Allocate resources to work packages and schedule each activity of the project. Monitor the performance of activities
against schedule.
9 Ensure consistency. 3,4,5,7
Regularly adjust estimates, resources, skills, work packages and their dependencies, schedules, plans, interfaces,
and commitments for the project to ensure consistency with the scope of work.
10| This may include the consideration of critical dependencies, that are an input for risk management.
Review and report progress of the project. 6,7
10 Regularly review and report the status of the project and the fulfillment of work packages against estimated effort
and duration to all affected parties. Preventrecurrence of identified problems.
11| Projectreviews may be executed at regular intervals by the management. Project reviews may contribute to identify
best practices and lessons learned.
12| Referto SUP.9 forresolution of problems

n
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MAN.5 Risk Management

The purpose is to regularly identify, analyze, treat and monitor process related risks and product related risks.

Process outcomes Outputinformationitems Process outcomes
15-51 Analysis results =
1 The sources of risks are identified and regularly updated. 15-09 Risk status 1,3,4,5
2 ‘l:hc;ter;g.a;;tndesirable events are identified as they develop during the conduct of 08-55 Risk measure 2,5
3 Riskps arje ar;alyzed and the priority in which to apply resources to treatment of R=0E Loireeil ye Seiion Labd
these risks is determined. This primary life cycle process belongs to
4 Risk measures are defined, applied, and assessed to determine changesin the the .

status of risk and the progress of the risk treatment activities.
5 Appropriate treatmentis taken to correct or avoid the impact of risk based on its
priority, probability, and consequence or other defined risk threshold.

SUP.9 SUP.10 SUP.11 MAN.3



MAN.5 Risk Management

Base practices 1-7 Process outcomes

1

Identify sources of risks. 1
Identify and regularly update the sources of risks with affected parties.

01| Risks may include technical, economical, and schedule risks.
02| Risks mayinclude the suppliers' deliverables and services.
03| Therisk sources may vary across the entire project life cycle.
2 Identify potential undesirable events. 2
Identify potential undesirable events within the scope of the risk management for the project.
Determine risks. 3
3 Determine the probability and severity of the undesirable events to support priorities for mitigating the risks.
04| Different methods may be used to analyze technical risks of a system, for example, functional analysis, simulation, FMEA, FTA etc.
4 Define risk treatment options. 4,5
For eachrisk select a treatment option to accept, mitigate, avoid, or share (transfer) the risk.
Define and performrisk treatment activities. 4,5
5 Define and perform risk activities for risk treatment options.
Monitor risks. 4
6 Regularly re-evaluate the risk related to the identified potential undesirable events to determine changes in the status of
arisk and to evaluate the progress of the risk treatment activities.
05| Risks of high priority may need to be communicated to and monitored by higher levels of management.
Take corrective action. 5
7 When risk treatment activities are not effective, take appropriate corrective action.
06| Corrective actions may involve reevaluation of risks, developing and implementing new mitigation concepts or adjusting

n

the existing concepts.
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MAN.6 Measurement

The purpose is to collect and analyze data relating to the development results and processes implemented
within the organization and its projects, to support effective management of the processes.

Process outcomes Outputinformationitems Process outcomes
03-03 Benchmarking data 4,5
1 The measurementinformation needs that are necessary to evaluate the 03-04 Customer satisfaction data 4,5
ach!evemgnt of process objectives and the achievement of desired work products 03-06 Process performance
areldentlﬁgd. ' . . . . - information 4,5
2 Andapprloprlzte set of metrics, driven by the information needs are identified and/ 07-51 Measurement result 2,3,4,5
or developed. -
R . e 15-51 1,4,
3 Measurement activities are identified and performed. EaBlns e Bliestie s
4 The required metrics are collected, stored, analyzed, and the results interpreted. This primary life cycle process belongs to
5 Metrics are used to support decisions and provide an objective basis for LN flex scopef

communication.

SUP.9 SUP.10 SUP.11 MAN.3 MAN.5



MAN.6 Measurement

Base practices 1—6 Process outcomes

Identify information needs. 1
1 Identify the measurementinformation needs that are necessary to evaluate the achievement of process objectives

and work products.

Information needs may change over time. Therefore, the measurement process may be used in an iterative way.

Specify metrics. 2,3

Identify and develop an appropriate set of metrics based on measurementinformation needs.

02| Metrics may be related to processes or development results.

01

3 Collect and store metrics. 3,4
Collectand store both base and derived metrics, including any context information necessary to verify and understand
the metrics.

03| Base metricsin the context of this process are directly gathered metrics like “number of defects found” or “number of lines

of code”, where derived metrics are two or more metrics that are broughtin relation to each other like “number of defects
found per line of code”.

4 Analyze collected metrics. 4,5
Analyze, interpret and review measured values to support decision-making.
Communicate analysis results. 5
Communicate analysis results to all affected parties.
Use metrics for decision-making. 5

6 Make accessible and use information from collected metrics and analysis results for any decision-making process
forwhichitis relevant.

O O O R



PIM.3 Process Improvement

The purpose is to continually improve the organization’s effectiveness and efficiency through

the processes used and ensure alignment of the processes with the business needs.

Process outcomes

1 Commitmentis established to provide resources to sustain improvement measures.

2 Issues arising from the organization's internal or external environment are identified as
improvement opportunities and justified as reasons for change.

3 Analysis of the current status of the existing process is performed.

4 Improvement goals are identified and prioritized, and consequent changes to the
process are defined, documented and implemented.

5 The effects of process implementation are monitored, measured and confirmed against
the identified improvement goals.

6 Knowledge gained from the improvementis communicated within the organization.

SUP.9 SUP.10 SUP.11 MAN.3 MAN.5

Outputinformationitems Process outcomes

02-01 Commitment/agreement

1

06-04 Training material 4,6
07-04 Process metric 5,6
10-00 Process description 4
13-52 Communication evidence 6
13-16 Change request 2
15-51 Analysis result 2,3,4,5
15-13 Assessment/audit report 3,5
156-16 Improvement opportunity 2,3,4
16-06 Process repository 4

This primary life cycle process belongs to

LUEE flex scopef
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PIM.3 Process Improvement

Base practices 1-5 Process outcomes
Establish commitment. 1
1 Establish commitment to support the process improvement staff, to provide resources and further enablers to sustain
improvement actions.
The process improvement process is a generic process, which can be used at all levels (e.g. organizational level,
process level, project level, etc.) and which can be used to improve all processes.
02| Commitmentatall levels of management may support process improvement.
03| Enablers forimprovement measures may include trainings, methods, infrastructure, etc.
2 Identify improvement measures. 2,3
Identify issues from the analysis of process performance and derive improvement opportunities with justified reasons
for change.
04| Analysis may include problem report trend analysis (see SUP.9), analysis from Quality Assurance and Verification results
and records (see SUP.1), validation results and records, and product quality metrics like defect rate.
05| Issuesandimprovement suggestions may be addressed by the customer.
06| Sources foridentification of issues may include: process assessment results, audits, customer's satisfaction reports,
measurements of organizational effectiveness/efficiency, costs of quality.
3 Establish processimprovement goals. 4
Analyze the current status of the existing processes and establish improvement goals.
07| The current status of processes may be determined by process assessment.

01

4 Prioritize improvements. 4
Prioritize the improvement goals and improvement measures.
5 Define process improvement measures. 4

Processimprovement measures are defined.
08| Improvements may be documented inincremental steps.

O O O R
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Base practices 6—8 Process outcomes
6 Implement process improvement measures. 4

Implement and apply the improvements to the processes. Update the Process documentation and train people as needed.
09| Process application can be supported by establishing policies, adequate process infrastructure, process training, process
coaching and tailoring processes to local needs.
10| Improvements may be piloted before roll out within the organization.
7 Confirm processimprovement. 5
The effects of process implementation are monitored and measured, and the achievement of defined improvement goals
is confirmed.
8 Communicate results of improvement. 6
Knowledge gained from the improvements and progress of the improvementimplementation is communicated to affected parties.

SUP.9 SUP.10 SUP.11 MAN.3 MAN.5 MAN.6



REU.2 Management of Products for Reuse

The purpose is to ensure that reused work products are analyzed, verified, and approved for their target context.

Process outcomes Outputinformationitems Process outcomes

. . o 04-02 Domain architecture 2,3

1 Products forreuse are selected using defined criteria. -
I ) - 12-03 Reuse candidate 1,5

2 Products forreuse are analyzed for portability and interoperability. — -
3 Limitations for reuse are defined and communicated. 13-52 Communication evidence <
4 Products for reuse are verified. 15-07 Reuse analysis evidence 253
5 Products forreuse are provided to affected parties. 13-53 Qualification evidence 4
6 Communication mechanism is established with the reuse product provider.

This primary life cycle process belongs to

LUll flex scope
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Base practices 1—6 Process outcomes
Select products forreuse. 1

1 Select the products to be reused using defined criteria.
01| Products forreuse may be systems, hardware or software components, third party components or legacy components.
2 Analyze the reuse capability of the product. 2
Analyze the designated target architecture and the product to be reused to determine its applicability in the target
architecture according to relevant criteria.
Examples for criteria can be requirements compliance, verifiability of the product to be reused in the target architecture,
or portability/interoperability.
3 Define limitations for reuse. 3
Define and communicate limitations for the products to be reused.
03| Limitations may address parameters of operational environment.
Ensure qualification of products for reuse. 4
Provide evidence that the product for reuse is qualified for the intended use of the deliverable.
04| Qualification may be demonstrated by verification evidence.
05| Verification may include the appropriateness of documentation.
5 Provide products for reuse. 5
Make available the product to be reused to affected parties.
06| Referto HWE.3, SWE.5 or SYS.4 for more information on integration of hardware, software, or system components.
Communicate information about effectiveness of reuse activities. 6

02

6 Establish communication and notification mechanism about experiences and technical outcomes to the provider of
reused products.
07| The communication with the provider of areused product may depend on whether the productis under development or not.

SUP9 SUP10 SUP.1 MAN.3 MAN.5 MAN.6 PIM.3 | REV2
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Part2 Process capability levels and process attributes

The definition of process capability indicators for each process attribute is an integral part of a measurement framework.

Process capability indicators such as generic practices and information items are the means to support the judgment of the degree
of achievement of the associated process attribute.

This chapter defines the generic practices and information items and their mapping to the process attributes for each capability level
defined in the measurement framework.

01| Duetolack of a defined process attribute for process capability level 0, no generic practices and information items are defined.

Process attribute ID Each process attribute is identified with a unique identifier and name. A process
Process attribute name attribute scope statementis provided, and process achievements are defined.

Process attribute scope

Process
capability
level

Process achievements

Generic practices A set of generic practices for the process attribute providing a definition of the
activities to be performed to accomplish the process attribute scope and fulfill the
process achievements.

The generic practice headers are summarized at the end of a process to demonstrate
their relationship to the process attribute achievements.

Output information items The outputinformation items that are relevant to accomplish the process attribute
scope and fulfill the process achievements are summarized at the end of aprocess
attribute section to demonstrate their relationship to the process achievements.
02| Referto Annex B for the characteristics of each information item.

indicators

Process attribute
achievement

Template for the process description

AR



Process capability Level 0 Incomplete process

The process is notimplemented or fails to achieve its process purpose. At this level there
is little or no evidence of any systematic achievement of the process purpose.




Process capability Level 1 Performed process

The implemented process achieves its process purpose. The following process attribute
demonstrates the achievement of this level.

O O O R



PA 1.1 Process performance process attribute

The process performance process attribute is a measure of the extent to which the process purpose is achieved.

Process attribute achievements Information items Achievement
Process specific information items. 1

1 The process achieves its defined outcomes.

Generic practices 1 Achievement
Achieve the process outcomes 1
1 Achieve the intent of the base practices.
Produce work products that evidence the process outcomes.

PAO



Process capability Level 2 Managed process

The following process attributes, together with the previously defined process attribute,
demonstrate the achievement of this level.

O O O R



PA 2.1 Process performance management process attribute

The performance management process attribute is a measure of the extent to
which the performance of the process is managed.

Process attribute achievements Output information items Achievement
19-01 Process performance strategy 1
1 Strategy for the performance of the process is defined based on identified objectives. 18-58 Process performance objectives 1
2 Performance of the process !s plan.ned. _ . 14-10 Work package 2
3 Performance of the process is monitored and adjusted to meet the planning.

. . S e . 08-56 Schedule 2,3

4 Needs for humanresources including responsibilities and authorities for performing the
process are determined. 13-14 Progress status 3
5 Needs for physical and material resources are determined. 17-55 Resource needs 4,5
6 Persons performing the process are prepared for executing their responsibilities. 08-61 Resource allocation 6,7
7 Physical and material resources for performing the process are identified, made 08-62 Communication matrix 8
available, allocated and used. 13-52 Communication evidence 8

8 Interfaces between the involved parties are managed to ensure both effective
communication and the assignment of responsibilities.

PAO PA 11



PA 2.1 Process performance management process

Generic practices 1-2 Achievement

Identify the objectives and define a strategy for the performance of the process. 1
1 The scope of the process activities including the management of process performance and the management

of work products are determined.

Corresponding results to be achieved are determined.

Process performance objectives and associated criteria are identified.

01| Budgettargets and delivery dates to the customer, targets for test coverage and process lead time are examples for process

performance objectives.

Performance objectives are the basis for planning and monitoring.

02

Assumptions and constraints are considered when identifying the performance objectives.

Approach and methodology for the process performance is determined.

A process performance strategy may not necessarily be documented specifically for each process. Elements applicable for

multiple processes may be documented jointly, e.g. as part of acommon project handbook orin ajoint test strategy.

2 Plan the performance of the process. 2

The planning for the performance of the process is established according to the defined objectives, criteria, and strategy.
Process activities and work packages are defined.
Estimates for work packages are identified using appropriate methods.

04| Schedule and milestones are defined.

03
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Generic practices 3—6 Achievement
Determine resource needs. 4,5

3 The required amount of human resources, and experience, knowledge and skill needs for process performance are
determined based on the planning.
The needs for physical and material resources are determined based on the planning.

05| Physicaland material resources may include equipment, laboratories, materials, tools, licenses etc.

Required responsibilities and authorities to perform the process, and to manage the corresponding work products are determined.

06| The definition of responsibilities and authorities does not necessarily require formal role descriptions.
Identify and make available resources. 6,7

4 Theindividuals performing and managing the process are identified and allocated according to the determined needs.
Theindividuals performing and managing the process are being qualified to execute their responsibilities.
07| Qualification of individuals may include training, mentoring, or coaching.

The otherresources, necessary for performing the process are identified, made available, allocated and used according
to the determined needs.
Monitor and adjust the performance of the process. 3

5 Process performance is monitored to identify deviations from the planning.

Appropriate actions in case of deviations from the planning are taken.
The planningis adjusted as necessary.

6 Manage the interfaces between involved parties. 8
The individuals and groups including required external parties involved in the process performance are determined.
Responsibilities are assigned to the relevantindividuals or parties.

Communication mechanisms between the involved parties are determined.
Effective communication between the involved parties is established and maintained.




PA 2.2 Work product management process attribute

The work product management process attribute is a measure of the extent to which
the work products produced by the process are appropriately managed.

Process attribute achievements

1 Requirements for the work products of the process are defined.
2 Requirements for storage and control of the work products are defined.
3 The work products are appropriately identified, stored, and controlled.

4 The work products are reviewed and adjusted as necessary to meet requirements.

Generic practices 1

Outputinformation items Achievement

17-05 Requirements for work products 1,2

18-59 Review and approval criteria
forwork products

-

18-07 Quality criteria

13-19 Review evidence

13-08 Baseline

WiWw[pd|a

16-00 Repository

Achievement

1 Define the requirements for the work products.

1

The requirements for the content and structure of the work products to be produced are defined.

Quality criteria for the work products are identified.
Appropriate review and approval criteria for the work products are defined.

01| Possible sources of documentation requirements may be e.g., best practices or lessons learned from other projects, standards,

organization requirements, customer requirements, etc.
02

corresponding criteria.

There may be types of work products for which no review or approvalis required, thus then there would be no need to define the
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Generic practices 2—4 Achievement
Define the requirements for storage and control of the work products. 2

2 Requirements for the storage and control of the work products are defined, including their identification and distribution.
03| Possible sources for the identification of requirements for storage and control may be e.g.,
+ Legalrequirements, data policies
+ Best practices from other projects
» Toolrelated requirements, etc.
04| Examples for work product storage are files in a file system, ticket in a tool, Wiki entry, paper documents, etc.
05| Where status of a work productis required in base practices, this should be managed via a defined status model.
3 Identify, store and control the work products. 3
The work products to be controlled are identified.
The work products are stored and controlled in accordance with the requirements.
Change controlis established for work products.
Versioning and baselining of the work products is performed in accordance with the requirements for storage and control of the
work products.
The work productsincluding the revision status are made available through appropriate mechanisms.
4 Review and adjust work products. 4
The work products are reviewed against the defined requirements and criteria.
Resolution of issues arising from work products reviews is ensured.

PA 0 PA 1.4 PA 2.1



Process capability Level 3 Established process

The following process attributes, together with the previously defined process attributes,
demonstrate the achievement of this level.
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PA 3.1 Process definition process attribute

The process definition process attribute is a measure of the extent to which a standard process
is maintained to support the deployment of the defined process.

Process attribute achievements Output information items Achievement
06-51 Tailoring guideline 4
1 Astandard processis developed,es.tablished,anq maintain'ed that describes the 08-63 Process monitoring method 6
fundameptalfelements that mustbe incorporated into a defined process. ) 10-00 Process description 1.2
2 Therequiredinputs and the expected outputs for the standard process are defined. —
P o A . 10-50 Role description 3
3 Roles, responsibilities, authorities, and required competences for performing the —— —
standard process are defined. 10-51 Qualification method description 3
4 Tailoring guidelines for deriving the defined process from the standard process 10-52 Process resource and
are defined. infrastructure description 5

5 Required physical and material resources and process infrastructure needs are
determined as part of the standard process.

6 Suitable methods and required activities for monitoring the effectiveness, suitability
and adequacy of the process are determined.

PA O PA 11 PA 2.1 PA 2.2



PA 3.1 Process definition process attribute

Generic practices 1-2 Achievement

1

Establish and maintain the standard process. 1,2,3,4
A suitable standard process is developed including required activities and their interactions.

Inputs and outputs of the standard process are defined including the corresponding entry and exit criteria to determine the
interactions and sequence with other processes.

Process performance roles are identified and assigned to the standard process activities including their type of involvement,
responsibilities, and authorities.

01| Anexample for describing the involvement of the process roles in the activities is a RASI/RASIC representation.
Suitable guidance, procedures, and templates are provided to support the execution of the process as needed.
Procedures may also include description of specific methods to be used.
02| Appropriate tailoring guidelines including predefined unambiguous criteria as well as predefined and unambiguous proceedings
are defined based on identified deployment needs and context of the standard process.
The standard process is maintained according to corresponding feedback from monitoring of the deployed processes.
03| Forguidance on how to perform process improvements see the Process Improvement process (PIM.3).

2 Determine the required competencies. 3
Required competencies, skills, and experience for performing the standard process are determined for the identified roles.
Appropriate qualification methods to acquire the necessary competencies and skills are determined, maintained and
made available for the identified roles.

04| Qualification methods are e.g., trainings, mentoring, self-study.
05| Preparationincludes e.g., identification or definition of trainings, mentoring concepts, self-learning material.

n
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Generic practices 3—4 Achievement
Determine the required resources. 5

3 Required physical and material resources and process infrastructure needs for performing the standard processes are determined.

06| This mayinclude e.g., facilities, tools, licenses, networks, services, and samples supporting the establishment of the

required work environment.

Determine suitable methods to monitor the standard process. 6

Methods and required activities for monitoring the effectiveness and adequacy of the standard process

are determined.

07| Methods and activities to gather feedback regarding the standard process may be lessons learned, process compliance
checks, internal audits, management reviews, change requests, reflection of state-of-the-art such as applicable international
standards, etc.

4

Appropriate criteria and information needed to monitor the standard process are defined.
08

Information about process performance may be of qualitative or quantitative nature.

PA 0 PA 1.4 PA 2.1 PA 2.2



PA 3.2 Process deployment process attribute

The process deployment process attribute is a measure of the extent to which the standard process
is deployed as a defined process to achieve its process outcomes.

Process attribute achievements

1

2

3

A defined process is deployed based upon an appropriately selected and/or tailored
standard process.

Assignment of persons necessary for performing the defined process torolesis
performed and communicated.

Required education, training and experience is ensured and monitored for the person(s)
assigned to theroles.

Required resources for performing the defined process are made available, allocated,
and maintained.

Appropriate information is collected and analyzed as a basis for understanding the
behaviour of the process.

Outputinformation items Achievement
10-00 Process description 1
15-54 Tailoring documentation 1
14-53 Role assignment 2,3
13-55 Process resource and

infrastructure documentation 4

03-06 Process performance information 5
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Generic practices 1—-4 Achievement
1 Deploy a defined process that satisfies the context specific requirements of the use of the standard process. 1

The defined process is appropriately selected and/or tailored from the standard process.
Conformance of defined process with standard process requirements and tailoring criteria is verified.
The defined process is used as managed process to achieve the process outcomes.
01] Changes in the standard process may require updates of the defined process.
Ensure required competencies for the defined roles. 2,3
2 Human resources are allocated to the defined roles according to the required competencies and skills.
Assignment of persons to roles and corresponding responsibilities and authorities for performing the defined process are
communicated.
Gaps in competencies and skills are identified, and corresponding qualification measures are initiated and monitored.
Availability and usage of the project staff are measured and monitored.
3 Ensure required resources to support the performance of the defined process. 4
Required information to perform the defined process is made available, allocated and used.
Required physical and material resources, process infrastructure and work environment are made available, allocated and used.
Availability and usage of resources are measured and monitored.
Monitor the performance of the defined process. 5
Informationis collected and analyzed according to the determined process monitoring methods to understand the
effectiveness and adequacy of the defined process.
Results of the analysis are made available to all effected parties and used to identify where continual improvement
of the standard and/or defined process can be made.
02| Forguidance on how to perform process improvements see the Process Improvement process (PIM.3).
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Automotive SPICE® v4.0 Process overview

Acquisition processes System Engineering processes Machine Learning Engineering processes
® ACQ.4 Supplier Monitoring ® SYS.1  Requirements Elicitation ® MLE1  Machine Learning Requirements
® SYS.2 System Requirements Analysis Analysis
@ SYS.3  System Architectural Design ® MLE.2 Machine Learning Architecture
Supply processes @ SYS.4  System Integration ® MLE.3 Machine Learning Training

and Integration Verification ® MLE.4 Machine Learning Model Testing
® SYS.5 System Verification

® SPL.2 ProductRelease

Validation processes Hardware Engineering processes
® VAL.1 Validation Software Engineering processes ® HWE.1 Hardware Requirements Analysis
® SWE.1 Software Requirements Analysis ® HWE.2 Hardware Design
® SWE.2 Software Architectural Design @ HWE.3 Verification against Hardware
@® SWE.3 Software Detailed Design Design
and Unit Construction ® HWE.4 Verification against Hardware
@® SWE.4 Software Unit Verification Requirements

@® SWE.5 Software Component Verification
and Integration Verification

® SWE.6 Software Verification
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Supporting processes

Management processes

[127

Process capability levels

@® SUP.1  Quality Assurance @® MAN.3 Project Management

@® SUP.8 Configuration Management ® MAN.5 Risk Management

® SUP9 Problem Resolution ® MAN.6 Measurement
Management

® SUP.10 Change Request Management

® SUP.11 Machine Learning Data

Management

@ Basic scope processes
® Flex scope processes

@ Hardware Engineering processes
@ Machine Learning Engineering processes

Process Improvement processes

® PIM.3  Process Improvement

Reuse processes

® REU.2 Management of Products for
Reuse

PA11  Processperformance process
attribute

PA2.1 Processperformance
management process attribute

PA2.2 Work product management
process attribute

PA 3.1 Processdefinition process
attribute

PA 3.2 Processdeploymentprocess
attribute

PA 41 Quantitative analysis process
attribute

PA 4.2 Quantitative control process
attribute

PA5.1 Processinnovation process
attribute

PA5.2 Processinnovation

implementation process attribute
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